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Abstract

In recent years, speech-based artificial intelligence (AI) systems—such as Automatic Speech

Recognition (ASR) and Speaker Verification (SV)—have achieved remarkable performance

and are now widely used in applications such as virtual assistants, security authentication,

and healthcare. This progress has been largely driven by deep learning models, which offer

powerful representation learning and have substantially boosted system accuracy. However,

their black – box nature has also introduced new challenges. As these systems become

increasingly integrated into real-world scenarios, concerns have emerged regarding their

robustness – how well they perform under adversarial or unexpected conditions—and their

explainability—whether their outputs can be meaningfully interpreted and trusted. These con-

cerns are not only of practical relevance but are also reflected in emerging regulatory frame-

works, such as the EU AI Act, which emphasize the need for AI systems to be both robust

and explainable. While explainability research has advanced significantly in computer vision

and natural language processing (NLP), the speech domain remains comparatively underex-

plored. This thesis addresses this gap by investigating both robustness and explainability in

the context of ASR and SV.

The first aspect we investigate is robustness. A robust model should produce consistent

outputs under small, imperceptible changes to the input. To examine this property in ASR

systems, we construct adversarial perturbations that sound nearly the same to human listen-

ers but result in different transcriptions. We make use of a property of human hearing, where

louder sounds in a frequency band can mask softer ones occurring at the same time. By

placing perturbations under these stronger parts of the signal, we create audio that is indis-

tinguishable to humans but still misleads the ASR system. This approach exposes the fragility

of ASR models under subtle changes that are inaudible to humans and serves as a tool to

evaluate their robustness.

Having examined robustness, we next focus on explainability. We begin by proposing XASR,

a modular and explainable ASR architecture that integrates multiple post-hoc explanation

methods – that is, techniques applied after model inference to interpret its predictions –

such as LIME, SFL, and Causal – to analyze model predictions at the input level. These

methods aim to highlight which parts of the input signal, such as specific time frames, are

most responsible for the system’s output. However, there is no standard ground truth for what

constitutes a correct explanation. As a result, many evaluations rely on user studies, which

are subjective and difficult to reproduce. This limits our ability to assess the validity of post-hoc

methods.
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To examine the validity of post-hoc explanations on ASR, we use a phoneme recognition

model built with Kaldi and trained on the TIMIT dataset. This setup offers ground-truth frame-

level phoneme alignments and a simple, controllable architecture, making it ideal for system-

atic analysis. We apply standard LIME and propose two speech-specific variants – LIME-WS

(Window Segment) and LIME-TS (Time Segment) –which restrict perturbations to a narrow

temporal window around the phoneme of interest. This localized focus better reflects the tem-

poral nature of speech. By comparing these outputs to ground-truth phoneme boundaries, we

quantitatively assess whether the methods accurately highlight the input regions responsible

for specific predictions. However, such methods only analyze the input-output relationship

from the outside, without revealing how the model actually processes the input internally. This

limitation motivates a shift toward intrinsic explainability – that is, designing models whose

internal representations are interpretable by construction, without relying on external post-

hoc methods. We explore this idea by building explainable representations within the model

itself.

To achieve this goal, we turn to speaker verification, which offers a more natural setting for

exploring intrinsic explainability. Unlike ASR, which relies on detailed frame-level acoustic

modeling, SV relies more on high-level speaker traits. This makes it more natural to con-

nect model behavior with human-understandable attributes, such as accent, nationality, or

profession. We propose a concept-based SV model in which each intermediate dimension

corresponds to a human-understandable attribute supervised using annotated metadata. This

structure allows the model to express verification decisions in explainable terms, such as

identifying speaker similarity based on shared accent.

Through these contributions—designing adversarial frequency masking attacks, developing

the XASR architecture with post-hoc explanation integration, validating post-hoc methods with

controlled phoneme-level settings, and introducing a concept-based intrinsic explainability

model for SV—this thesis lays a foundation for developing speech systems that are not only

effective, but also robust, explainable, compliant with emerging regulations, and more likely to

earn user trust.
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Lay Summary

Speech-based artificial intelligence (AI) systems—like those that let you talk to virtual assist-

ants or unlock your phone with your voice—are becoming more common in everyday life.

These systems are also starting to play a role in sensitive areas such as healthcare. But as

they take on more important tasks, two key concerns have emerged:

1. Robustness – do these systems still work well when the sound changes just a little,

such as in the presence of noise?

2. Explainability – can we understand why the system gave a certain answer?

To address the first concern, we explore how speech recognition systems react to tiny changes

in the audio—changes that humans can’t hear but that cause the system to produce different

results. By creating examples of these confusing situations, we help reveal where the systems

are vulnerable and provide insight into how we can design models that are more stable and

dependable.

For the second concern, we study how to make the decision-making process of speech AI

more transparent. We investigate methods that highlight what parts of the audio the system

focuses on when making a prediction. We also test how well these explanations match what

the system is actually doing, using a carefully controlled setting. Finally, we design a speech-

based system that includes human understandable factors – such as a person’s accent – so

that its decisions can be explained in familiar terms. This is particularly helpful in voice identity

tasks, where knowing why two voices are judged similar or different is important for building

trust and catching errors.

This research contributes to building voice-based AI systems that are not only accurate, but

also safer and easier for people to understand. It helps ensure that future speech technologies

can be used with greater confidence in real-world settings, where reliability and transparency

matter most.
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Chapter 1

Introduction

In recent years, speech-based artificial intelligence (AI) has seen widespread deployment

across consumer, commercial, and public service domains, becoming a key modality for

human-computer interaction. Among its many components, automatic speech recognition

(ASR) and speaker verification (SV) have emerged as two of the most widely adopted tech-

nologies.

ASR enables machines to transcribe and interpret spoken language, and now supports a

variety of everyday applications. These include virtual assistants such as Amazon Alexa [5]

and Apple Siri [6], real-time transcription services in platforms like Zoom Live Captions [7] and

Google Meet [8], and dictation tools on iOS and Android devices [9]. SV systems, by contrast,

verify a speaker’s identity from their voice and are increasingly deployed for biometric authen-

tication. HSBC, for example, has used voice identification in telephone banking since 2016,

with over 15 million users reported by 2022 [10]. Similar capabilities are offered by Microsoft

Azure’s speaker recognition API [11] and Google Voice Match [12], supporting personalized

access on shared smart devices. Beyond consumer services, both ASR and SV have been

adopted in high-stakes public domains, including emergency call triage [13], forensic speaker

comparison [14], and preliminary health assessments using vocal biomarkers [15, 16].

As ASR and SV technologies are applied in more critical and sensitive domains, questions

about their reliability with increasing reliance on AI, transparency, and accountability have

become increasingly relevant. In response, regulatory frameworks have emerged to ensure

that such systems meet appropriate standards of reliability, transparency, and safety. Most

notably, the European Union’s Artificial Intelligence Act (EU AI Act) [17] introduces legally

binding requirements for a broad class of “high-risk AI systems,” including those involving bio-

metric identification, behavioral inference, and voice-based interaction. Many speech-based

applications—including ASR, SV, and speaker profiling—fall under this scope. According to

1
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the Act, such systems must demonstrate adequate levels of accuracy and robustness, while

also ensuring that they are transparent enough for users to interpret and use appropriately,

and that appropriate human oversight is in place1. Similar expectations are reflected in the

OECD AI Principles and the U.S. NIST AI Risk Management Framework [18, 19].

Together, these developments reflect a critical shift: strong performance alone is no longer

sufficient. For AI systems to be trustworthy and legally compliant, they must also be robust to

variation and capable of providing human-understandable explanations. These two technical

properties—robustness and explainability—are now widely recognized as essential conditions

for the safe and responsible deployment of speech AI systems.

The first issue concerns robustness. In practical settings, a reliable system is expected to

produce consistent outputs despite small, semantically irrelevant changes to the input—such

as variations in background noise, recording devices, or speaking environments. However,

recent studies have shown that ASR models may exhibit unstable behavior under such con-

ditions. Shah et al. [20] demonstrated that small, imperceptible perturbations can lead ASR

systems to produce entirely different transcriptions. Similarly, Cissé et al. found that adding

typical telephony noise, which does not alter human perception, can nonetheless degrade re-

cognition quality [21]. These findings indicate that, despite their high performance in controlled

environments, many speech models lack the robustness required for deployment in real-world

scenarios.

Such limitations are not merely theoretical but have practical implications in real-world deploy-

ments. In safety-critical contexts, they may lead to serious consequences. For instance, Yuan

et al. [22] demonstrated that adversarial commands embedded in background music—termed

“CommanderSong”—could be used to manipulate smart assistants without the user’s know-

ledge. In another case, the failure of ASR to correctly transcribe speech during emergency

calls has been identified as a contributing factor to delayed response times and misrouted

services [23]. These examples highlight that insufficient robustness not only reduces reliability

but also introduces security risks and the potential for harm.

A second major concern is the lack of explainability—the capacity of a system to provide

human-understandable reasons for its outputs. As speech AI systems are increasingly applied

in sensitive decision-making scenarios, users and stakeholders must be able to comprehend

how these systems function and what aspects of the input influence their predictions. However,

in practice, such explanations are often unavailable. For instance, a 2022 audit conducted by

the Mozilla Foundation documented significant disparities in ASR accuracy across speaker

accents, age groups, and gender identities, yet none of the evaluated systems provided any

insight into which components of the speech signal contributed to these differences [24]. In

the context of speaker verification, The Guardian reported in 2023 that a visually impaired

1. Articles 13–15 of the EU Artificial Intelligence Act (Regulation (EU) 2024/1689) specify the requirements for
transparency (Art. 13), human oversight (Art. 14), and accuracy, robustness and explainability (Art. 15).
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individual was repeatedly denied access by a voice authentication system, with no indication

of which vocal features were used or why the match failed [25]. In both cases, the absence of

explainable output limits users’ ability to understand, contest, or meaningfully interact with the

system’s decisions.

To address the challenges raised above, this thesis investigates these two central challenges:

robustness and explainability. The first part focuses on robustness in the context of ASR,

where we design black-box adversarial attacks to reveal how small, human-imperceptible

perturbations can lead to significant transcription errors. These attacks do not require access

to model internals, making them suitable for evaluating real-world systems. The second part

turns to the explainability, which is explored in both ASR and SV. In ASR, we apply post-hoc

explainable methods2 to analyze which parts of the input influence recognition outcomes. In

SV, we design intrinsically interpretable models3 based on human-understandable speaker

attributes.

The following sections describe each of these directions in detail.

1.1 Robustness of ASR under Adversarial Perturbations

This part of the thesis investigates the robustness of ASR systems by exposing their vulner-

abilities through adversarial audio.

Previous research has shown that even minor, human-imperceptible changes to input audio

can cause deep learning-based ASR systems to generate incorrect transcriptions [3]. How-

ever, most existing attack methods rely on white-box assumptions, requiring access to gradi-

ents or internal model parameters [26]. These constraints make them unsuitable for commer-

cial or closed-source systems, and many of these methods either introduce audible artifacts or

involve high computational costs. Although black-box attacks have been proposed [2, 27], they

often depend on repeated transcription queries and remain limited in flexibility or efficiency.

To address these limitations and better probe the vulnerabilities of real-world ASR systems,

we propose SPAT (Speech Psychoacoustic Adversarial Tool), a black-box and untargeted

attack framework that requires no access to model internals or transcription outputs. SPAT

applies perturbations in perceptually insignificant frequency regions based on psychoacoustic

masking, thereby preserving audio quality. We further introduce a frame selection strategy that

prioritizes high-impact regions for perturbation, improving both attack efficiency and effective-

ness.

2. Post-hoc methods refer to techniques applied after model inference to interpret the decision, such as
identifying which parts of the input were most influential.
3. Intrinsic explainability involves building models whose internal representations are aligned with human-
understandable concepts, such as speaker attributes (e.g., accent, gender, or profession).
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We evaluate SPAT on three ASR systems—DeepSpeech [28], Sphinx [29], and Google Cloud

Speech-to-Text [30]—using two standard datasets. Compared to existing blackbox attacks,

SPAT achieves higher success rates, requires fewer resources, and is less likely to be detected

by known defense systems [4].

1.2 Explainability in ASR and SV

The second component of this thesis is to improve the explainability of ASR and SV. Com-

pared to computer vision and natural language processing, explainability in speech remains

limited. Existing methods are mostly applied to speech classification tasks such as speaker

identification, emotion recognition, or accent detection [31, 32, 33]. These approaches often

use techniques to highlight which parts of the input signal—such as specific time frames or

frequency regions—contribute to the final output. For sequence-to-sequence tasks like ASR,

however, explanation methods remain few, and their reliability is not well understood.

To address this gap, we propose XASR, a unified and model-agnostic framework for post-

hoc explanation in ASR. XASR integrates multiple explanation methods, including Local In-

terpretable Model-agnostic Explanations (LIME) [34], Statistical Fault Localization (SFL) [35]

and Causal [36], to generate frame-level importance scores that highlight which portions of

the input signal are responsible for a given transcription. This framework operates without

access to model internals, making it applicable to both open-source and commercial systems.

We evaluate XASR across multiple ASRs (DeepSpeech [28], Sphinx [29], Google [30]) and

use it to identify input segments associated with recognition errors.

However, a core limitation of post-hoc explanation methods is the lack of ground truth for

what constitutes a correct explanation [37]. Most evaluations rely on user studies, which are

subjective and difficult to reproduce. To address this, we conduct a controlled analysis using

a phoneme recognition model built with Kaldi [38] and trained on the TIMIT dataset [39]. This

setup includes ground-truth frame-level phoneme alignments and a simplified architecture

suitable for systematic testing. Within this setting, we propose two speech-specific variants of

LIME—LIME-WS (Window Segment) and LIME-TS (Time Segment)—that limit perturbations

to time intervals around each phoneme. We compare the output of these methods to phon-

eme boundaries to assess whether the identified regions align with linguistically meaningful

segments. This allows for quantitative evaluation of post-hoc explanations in ASR tasks.

However, post-hoc methods only analyze the input-output relationship but do not reveal how

the model processes information internally. Based on this limitation, we shift focus to intrinsic

explainability, where the model is structured to reflect human-understandable concepts. We

explore this in the context of speaker verification, where decisions often depend on high-level

speaker attributes such as accent, nationality, or profession. We design a model that takes
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these attributes as input and predicts whether two utterances belong to the same speaker.

During training, each attribute is explicitly supervised using available metadata, ensuring that

the model learns to organize its decision process around interpretable factors. At inference

time, we can examine which attributes led to a verification decision by observing which inputs

triggered a match or mismatch, without relying on post-hoc explanation methods.

These three studies address key gaps in explainability for ASR and SV. The first proposes a

general framework for generating input-level explanations for ASR outputs without access

to model internals. The second introduces evaluation methods to assess the reliability of

these explanations using controlled experiments. The third shifts to intrinsic explainability

by designing a speaker verification model that uses human-interpretable attributes to make

predictions. Together, they form a progression from external analysis to interpretable model

design.

From the above discussion, three overarching research questions (RQs) are distilled in order

to make the motivations clearer and to facilitate the reader’s understanding. These RQs serve

as a unifying thread throughout the thesis, with each subsequent chapter contributing to

answering them.

RQ1: How do Automatic Speech Recognition (ASR) systems behave under adversarial per-

turbation? Addressed in Chapter 3.

RQ2: How effective are post-hoc explainability methods when applied to speech AI, particu-

larly ASR, and how can their reliability be systematically evaluated? Addressed in Chapters 4

and 5.

RQ3: Can intrinsic explainability be achieved in speaker verification (SV) by aligning inter-

mediate model representations with human-understandable attributes, and what insights and

limitations does this reveal? Addressed in Chapter 6.

1.3 Contributions

This section presents a structured summary of the thesis contributions, as illustrated in Fig-

ure 1.1. The figure outlines the core developments of each chapter and helps guide the reader

through the overall flow of the work.

1. Black-box adversarial attack against ASR (Chapter 3) – We propose SPAT, a black-

box adversarial attack framework. The method uses psychoacoustic masking and frame-

level selection to generate efficient, imperceptible perturbations, revealing vulnerabilit-

ies in both open-source and commercial ASR systems.
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Figure 1.1: Overview of contributions.
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2. Perturbation-based post-hoc explainability in ASR (Chapter 4) – We conclude a

model-agnostic framework that combines several perturbation-based post-hoc explain-

able methods into a unified pipeline. We further adapt these methods for the temporal

and sequential nature of speech data to improve their applicability in ASR tasks.

3. Quantitative evaluation of explanation quality on Phoneme Recognition (Chapter 5)

– We develop an evaluation protocol for post-hoc explanations in ASR by leveraging a

phoneme recognition model trained on aligned speech data.

4. An intrinsically explainable SV model (Chapter 6) – We propose a concept-based

SV model in which intermediate representations correspond to human-interpretable

speaker attributes such as accent and profession. The model is trained with attribute-

level supervision, enabling verification decisions to be traced directly to concept activa-

tions rather than inferred post hoc.

1.4 Peer-Reviewed Publications

This thesis has led to the following peer-reviewed publications, which reflect its main research

contributions.

1. Xiaoliang Wu, Peter Bell, and Ajitha Rajan. 2023a. Can We Trust Explainable AI Meth-

ods on ASR? An Evaluation on Phoneme Recognition. arXiv: 2305.18011 [cs.CL] (Ac-

cepted by ICASSP 2024)

2. Xiaoliang Wu, Peter Bell, and Ajitha Rajan. 2023b. “Explanations for automatic speech

recogni- tion”. In IEEE International Conference on Acoustics, Speech and Signal Pro-

cessing (ICASSP2023).

3. Xiaoliang Wu and Ajitha Rajan. 2022. “Catch Me If You Can: Blackbox Adversarial

Attacks on Automatic Speech Recognition using Frequency Masking”. In Proceedings

of 29th Asia-Pacific Software Engineering Conference (APSEC).

4. Xiaoliang Wu. 2022. “Blackbox adversarial attacks and explanations for automatic

speech recognition”. In Proceedings of the 30th ACM Joint European Software En-

gineering Conference and Symposium on the Foundations of Software Engineering,

1765–1769

5. Liu, Ke ; Gao, Shangde ; Wu, Xiaoliang et al. / Mat-Instructions : A large-scale inorganic

material instruction dataset for large language models. Proceedings of the 34th Inter-

national Joint Conference on Artificial Intelligence (IJCAI-25). Institute of Electrical and

Electronics Engineers, 2025. pp. 1-9 (Proceedings of the International Joint Conference

on Artificial Intelligence).
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1.5 Thesis Structure

This thesis is organised into seven chapters, each addressing a specific aspect of the re-

search.

Chapter 2 introduces the necessary background for the thesis. It reviews key concepts in

speech processing, including automatic speech recognition (ASR), speaker verification

(SV), and existing approaches to explainability in machine learning.

Chapter 3 investigates the robustness of ASR systems. It focuses on how small, human-

imperceptible perturbations—motivated by auditory masking—can affect recognition

outcomes, and discusses the implications for model reliability.

Chapter 4 turns to the explainability of ASR systems using post-hoc methods. It introduces

a modular framework that integrates popular explanation techniques and applies them

to analyze model decisions.

Chapter 5 evaluates the validity of post-hoc explanations using a phoneme recognition model

with ground-truth alignment. It introduces two speech-specific variants of LIME and

assesses their ability to capture meaningful attribution in the temporal structure of

speech.

Chapter 6 explores intrinsic explainability in speaker verification. It proposes a concept-based

framework that aligns latent dimensions with speaker attributes such as accent and age,

enabling structured interpretation of verification outcomes.

Chapter 7 concludes the thesis. It summarises the main findings, discusses broader implic-

ations, and outlines potential directions for future work.



Chapter 2

Background

2.1 Introduction

Xiaoliang:new intro with details

This chapter provides the technical background required to situate and contextualise the

contributions of the thesis. While Chapter 1 introduced the overall challenges, here we focus

on two areas that are essential for addressing the research questions: the speech processing

tasks that serve as experimental testbeds, and the explainability techniques used to interpret

model behaviour. Together, these components form the technical foundation for our work on

robustness and explainability in ASR and SV.

Section 2.1 reviews Automatic Speech Recognition (ASR), Phoneme Recognition (PR), and

Speaker Verification (SV), which are the three tasks consistently adopted throughout the

thesis. Section 2.2 introduces the main families of explainability approaches, covering repres-

entative post-hoc and intrinsic methods. Particular emphasis is placed on perturbation-based

attribution, which directly motivates the investigations in Chapters 4 and 5, and on concept

bottleneck models, which underpin the approach developed in Chapter 6.

Robustness against adversarial attack, although an important dimension of this thesis, is rel-

atively confined to Chapter 3 and therefore introduced directly in that context rather than here.

The present chapter is thus deliberately selective: rather than providing a comprehensive

survey of the broad literatures on speech processing or explainability, it concentrates on

the concepts and tools necessary for following the analyses in later chapters. In this way,

it supports readers with different levels of prior knowledge while maintaining a clear line of

connection to the research questions.

9
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2.2 Speech Processing

Figure 2.1: Overview of the traditional speech processing pipeline in our thesis. After feature
extraction, the MFCC features can be used for multiple downstream tasks including automatic
speech recognition (ASR), phoneme recognition, and speaker verification (SV). In SV, the
system determines whether the input is spoken by the same person as the enrollment
utterance.

In this thesis, all speech-related tasks are implemented using a traditional processing pipeline.

As illustrated in Figure 2.1, this pipeline begins with standard feature extraction—specifically,

Mel-Frequency Cepstral Coefficients (MFCCs)—which serve as the input to downstream mod-

els. The tasks investigated in this work include automatic speech recognition (ASR), phoneme

recognition (PR), and speaker verification (SV). While these tasks are distinct in purpose, they

share a common front-end.

2.2.1 MFCC Extraction

Raw speech waveforms, despite containing rich linguistic and speaker-specific information,

pose several challenges when used directly in machine learning models. First, they are high-

dimensional and redundant—for example, a 16 kHz recording produces 16,000 amplitude

values per second, making direct processing computationally expensive and inefficient [40].

Second, raw waveforms exhibit high variability, as factors like speaker differences, background

noise, and recording conditions significantly alter their shape [41]. Finally, speech is generally

more informative in the frequency domain, as phonetic and speaker-related characteristics

are better distinguished through spectral analysis rather than time-domain amplitude vari-

ations [42]. Due to these issues, raw waveforms are typically preprocessed into structured

feature representations before further modeling.

Among the most widely used approaches are handcrafted acoustic features, which extract

relevant information while reducing redundancy and variability. Mel-frequency cepstral coef-

ficients (MFCCs) approximate human auditory perception [43], Mel filterbank energies (Mel-

bank) retain spectral properties crucial for speech modeling [42], and linear predictive coding

(LPC) captures vocal tract characteristics through autoregressive modeling [44]. These rep-
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Figure 2.2: An illustration of the MFCC process.

resentations have been foundational in ASR and SV, forming the basis of traditional speech

processing pipelines. While recent advances have enabled some end-to-end models to op-

erate directly on raw waveforms [45], handcrafted features remain integral to many speech

applications due to their interpretability and efficiency.

Among the various handcrafted features used in speech processing, Mel-Frequency Cepstral

Coefficients (MFCCs) stand out as one of the most widely adopted and well-established

representations. Given their long-standing use in ASR and SV, we choose to focus on MFCCs

in this background section as a representative example of handcrafted features.

Beyond their foundational role, MFCCs are directly relevant to this thesis, as several models

in our study have been trained using MFCC-based features, particularly in speaker verific-

ation and phoneme recognition. Furthermore, the MFCC extraction pipeline has served as

a source of inspiration for our robustness research in Chapter 3, where we leverage similar

transformations when designing adversarial attacks.

The following section provides a detailed description of the MFCC extraction process.

Feature Extraction Process

As shown in the Figure 2.2, the process of extracting MFCCs consists of the following key

steps:

1. Pre-emphasis: Speech contains stronger low-frequency components, which can over-

shadow important high-frequency details. A high-pass filter is applied to emphasize

higher frequencies and balance the spectrum.

2. Framing and Windowing: Speech is a non-stationary signal, but short segments can

be treated as approximately stationary. To enable time-localized spectral analysis, the

signal is divided into overlapping frames. Each frame is windowed to reduce edge

effects during the frequency transformation.
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3. Fast Fourier Transform (FFT): Phonetic and speaker information are primarily en-

coded in spectral patterns. Each windowed frame is transformed from the time domain

to the frequency domain using the Fast Fourier Transform (FFT), revealing the spectral

content essential for further processing.

4. Mel Filterbank Processing: Human auditory perception is more sensitive to frequency

differences in lower ranges. To mimic this, a bank of triangular filters is applied across

the spectrum, spaced according to the Mel scale. These filters aggregate energy in

perceptually relevant frequency bands, producing Mel-filtered spectral energies.

5. Logarithm and Discrete Cosine Transform (DCT): The Mel-filtered energies are log-

transformed to reflect the nonlinear perception of loudness. A Discrete Cosine Trans-

form (DCT) is then applied to compact the information and produce decorrelated coef-

ficients.

These steps together produce the final Mel-Frequency Cepstral Coefficients (MFCCs), which

are widely used as robust and interpretable features in speech processing systems.

2.2.2 Automatic Speech Recognition (ASR)

ASR is the computational process of converting spoken utterances into corresponding se-

quences of words. In Chapters 4 and 5 of this thesis, we adopt traditional and well-established

ASR architectures rather than modern end-to-end systems. This choice is motivated by the

current state of explainability research in speech processing: the field remains relatively un-

derexplored, and the lack of established benchmarks makes it difficult to evaluate explanation

methods in a reproducible manner. By using classical components in a modular setup, we

construct a reliable environment that serves as an initial testbed—one that lays the ground-

work for future exploration with more complex, state-of-the-art systems.

The classical modular architecture consisting of three primary components: an acoustic model,

a pronunciation lexicon, and a language model [42].

Figure 2.3: An illustration of the modular architecture of ASR.

As shown in Figure 2.3:
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1. Acoustic Model

The acoustic model is responsible for analyzing short segments of audio and estim-

ating the likelihood of different hidden Markov model (HMM) states at each moment

in time. These HMM states are typically tied to sub-phonetic units, such as parts of

phonemes(i.e., the smallest unit of sound that can distinguish meaning in a language),

and represent the basic building blocks of speech sounds. Instead of directly predicting

full phonemes or words, the acoustic model tells us how likely it is that the audio corres-

ponds to each possible HMM state at each time step. In earlier systems, this estimation

was done using statistical models like GMM-HMMs [46]. Modern systems [47] use deep

neural networks to produce more accurate estimates of these state likelihoods based

on input features.

2. Pronunciation Lexicon: The lexicon defines how each word in the vocabulary is pro-

nounced in terms of phoneme sequences, and indirectly in terms of HMM states. For

example, the word “like” may be represented as a sequence of phonemes /l/, /ay/, /k/,

with each phoneme further broken into a small set of states. This mapping allows the

system to link low-level acoustic evidence to candidate words.

3. Language Model: Because multiple word sequences might share similar or identical

phoneme sequences, the language model provides essential context. It scores how

likely different sequences of words are in the target language. For instance, if the

acoustic evidence supports either “I like this” or “Eye like this,” the language model

helps prefer “I like this” because it is more common and grammatically appropriate.

During decoding, the system integrates these components: it takes the frame-by-frame HMM

state likelihoods from the acoustic model, maps possible state sequences to word sequences

using the lexicon, and then evaluates the final hypotheses using the language model. The

decoder integrates these scores and selects the word sequence with the highest overall

likelihood.

2.2.3 Phoneme Recognition as a simplified ASR Task

ASR systems are designed to transcribe spoken language into word sequences. Phoneme re-

cognition (PR), in contrast, targets the prediction of phoneme sequences—where a phoneme

is the smallest contrastive unit of sound in a language, capable of distinguishing meaning

between words (e.g., /b/ vs. /p/ in bat vs. pat) [48]. Although the output differs, the overall

structure of the system remains the same, with an acoustic model followed by decoding. The

key distinction lies in the simplification of the decoding process. Rather than mapping acoustic

inputs to words from a large vocabulary, PR systems operate on a fixed set of phonemes and

typically use a minimal lexicon and a simpler, lower-order language model. These adjustments

reduce the influence of higher-level linguistic constraints, allowing the acoustic model to play

a more prominent role in determining the final output.
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This makes phoneme recognition particularly useful for controlled analysis. It isolates the

acoustic modeling component while preserving the overall pipeline structure, enabling clearer

observation of model behavior.

To evaluate the validity of post-hoc explanation methods, we include a phoneme recognition

task as part of our study in Chapter 5. Compared to full ASR systems, phoneme recognition

offers a simplified and more controlled setting by isolating the acoustic model from higher-level

components such as the pronunciation lexicon and language model.

2.2.4 Speaker Verification (SV)

Speaker verification (SV) is the task of determining whether two speech recordings originate

from the same speaker. Unlike speaker identification, which assigns an input utterance to

one of many known speaker identities, speaker verification performs a binary classification:

it verifies whether a test utterance matches the claimed identity based on a comparison with

an enrollment utterance. The system outputs a similarity score between the two utterances,

and if the score exceeds a predefined threshold, the identity claim is accepted; otherwise, it is

rejected [49, 50].

SV systems are widely deployed in biometric authentication, forensic analysis, and person-

alized human-computer interaction [51, 52]. Early approaches such as Gaussian Mixture

Models with Universal Background Models (GMM-UBM) [49] and i-vector frameworks [51]

represented speaker characteristics using low-dimensional, statistical embeddings derived

from sufficient statistics of speech segments. These methods typically relied on generative

modeling and session compensation techniques. Recent advances in deep learning have

led to the dominance of neural speaker embeddings, where a neural network is trained to

extract fixed-dimensional vectors—known as speaker embeddings—that capture speaker-

specific characteristics while discarding irrelevant factors such as phonetic content or noise.

Those embeddings are then compared using similarity metrics such as cosine similarity or

Probabilistic Linear Discriminant Analysis (PLDA) [53, 54].

In the Chapter 6, we investigate how group-level speaker attributes influence the decisions

made by speaker verification models. Rather than focusing solely on overall performance

metrics, we aim to understand whether specific speaker characteristics—such as gender, age,

or accent—systematically affect verification outcomes. This perspective shifts the focus from

aggregate model performance to the internal decision behavior of SV systems, contributing to

ongoing discussions around fairness and explainability. To support this analysis, we utilize two

classic and widely-used deep speaker embedding architectures: x-vector [53] and ECAPA-

TDNN [54]. A brief overview of both models is provided below.
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Overview of X-vector and ECAPA-TDNN Architectures

Both x-vector and ECAPA-TDNN are widely used architectures for extracting fixed-dimensional

speaker embeddings from variable-length speech utterances. They share a high-level struc-

ture that includes three stages: frame-level feature encoding, utterance-level pooling, and

speaker classification during training. However, ECAPA-TDNN incorporates several enhance-

ments that improve speaker discriminability and robustness over the original x-vector frame-

work.

The x-vector model uses a time-delay neural network (TDNN) [53] to capture short-term tem-

poral patterns from frame-level acoustic features. These frame-level representations are then

summarized using a simple statistical pooling layer—typically computing the mean and vari-

ance over time—to produce a fixed-length utterance-level vector. This vector passes through

several fully connected layers, and the final speaker embedding is usually extracted from the

last hidden layer before the softmax classification layer. The model is trained with a standard

softmax loss to classify speaker identities.

ECAPA-TDNN builds on this architecture with several key improvements. It replaces plain

TDNN layers with Res2Net blocks [55], enabling multi-scale temporal feature extraction within

each layer. It also introduces squeeze-and-excitation (SE) modules [56] to recalibrate channel-

wise feature importance, helping the model focus on speaker-relevant information. Instead

of relying on a single frame-level layer for pooling, ECAPA aggregates features from multiple

layers—a process known as multi-layer feature aggregation. Additionally, it adopts an attentive

statistical pooling mechanism that assigns different importance weights to different frames.

The model is typically trained with an angular margin loss, such as additive margin softmax

(AM-Softmax) [57], to enforce tighter intra-class clustering and better inter-class separation.

For implementation details, we refer readers to the original papers [53, 54].

2.3 Explainability in Artificial intelligence

Having introduced the key components of speech processing relevant to this thesis, we now

turn to the second major area: explainability. This section outlines the foundational concepts

and main categories of explainability methods. Rather than covering the full landscape of ex-

plainability research, we highlight only the aspects necessary to understand and the methods

used in this thesis.

AI has made substantial progress in recent years, particularly in areas such as natural lan-

guage processing (NLP) and computer vision. Among various approaches, deep learning

has emerged as a dominant paradigm, delivering state-of-the-art performance across a wide

range of tasks. Despite these advances, the opacity of deep learning models has become

a growing concern. Unlike models such as linear classifiers or decision trees–where the
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reasoning behind predictions can be directly traced through weights or explicit decision paths–

deep learning models often function as black boxes, offering little insight into how they arrive

at their outputs. This lack of transparency raises important issues related to trust, fairness,

accountability, and regulatory compliance. As a result, there is an increasing demand for AI

systems that are not only accurate but also capable of explaining their decisions in a manner

that is understandable to humans.

Despite its importance, the term “explainability” lacks a unified definition. Some research-

ers emphasize transparency—whether a model’s internal mechanisms are inherently inter-

pretable—while others focus on human-comprehensibility, asking whether explanations im-

prove a user’s understanding and trust in the model’s decisions.

Lipton [58] categorizes explainability into three key dimensions:

• Simulatability: Whether a human can mentally simulate the model’s reasoning entirely.

• Decomposability: Whether each part of the model (features, parameters, or compon-

ents) is interpretable.

• Algorithmic Transparency: Whether the underlying algorithm is mathematically un-

derstandable.

Alternatively, Doshi-Velez and Kim [59] propose a user-centric view, defining explainability

as “the degree to which a human can understand and predict a model’s decisions.” This

emphasizes the practical utility of explanations in supporting human decision-making. These

perspectives lead to the commonly accepted distinction between Post-hoc Explainability

and Intrinsic Explainability:

• Post-hoc Explainability: Methods that explain the decisions of complex, black-box

models after predictions have been made.

• Intrinsic Explainability: Models that are interpretable by design (e.g., decision trees,

linear models).

Some works distinguish between “explainability” and “interpretability,” using the former to refer

to post-hoc explanations and the latter to describe models that are inherently transparent.

However, this distinction is not consistently defined across the literature. So in this thesis, we

do not make a strict separation between the two terms and use them interchangeably.

To systematically illustrate how different explainability methods interpret model decisions, we

introduce a representative example that will be revisited throughout this chapter:

Example: Consider the sentence

“The salary is low, and the workload is exhausting.”

which a sentiment analysis model predicts as expressing negative sentiment. We will demon-

strate how various methods analyze this decision.
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2.3.1 Post-hoc Explainability

Post-hoc explainability methods are designed to provide insights into the decision-making

processes of black-box models after a prediction has been made.

Over the past decade, researchers have proposed a wide range of post-hoc methods to

interpret such models. Among these, feature attribution has emerged as one of the earliest

developed and most widely adopted categories. By assigning importance scores to input fea-

tures, feature attribution methods provide intuitive and actionable explanations that have been

successfully applied across various domains, including computer vision [60, 61, 62, 34, 63, 36]

and natural language processing [64].

In this thesis, we begin our exploration of post-hoc explainability by applying representative

feature attribution methods to ASR systems, as detailed in Chapter 4. The specific methods

adopted, along with the reasons for their selection, are discussed in the following sections.

Feature Attribution Methods

Feature attribution methods explain model predictions by assigning an importance score to

each feature in the input, indicating its contribution to the output. For text inputs, this might

involve assigning a relevance score to each word. Using the example introduced earlier, in

the sentence “The salary is low, and the workload is exhausting.”, the explanation will consist

of importance scores assigned to each word based on its relevant influence on the negative

sentiment prediction. Words like “low” and “exhausting” might be expected to receive higher

scores, while neutral words such as “salary” and “workload” should have lower contributions.

It is important to note that the definition of a “feature” in attribution methods is not fixed. In text,

a feature may correspond to a word, a subword, or a span of words; in images, it may refer to

a pixel or a patch. In this discussion, we use word-level features to simplify the presentation

and make the explanation more accessible to the reader.

Two main types of feature attribution methods are widely used: gradient-based and perturbation-

based.

Gradient-Based Attribution. Gradient-based methods explain model predictions by com-

puting the gradient of the model’s output with respect to each input feature, using the gradient

magnitude as an indicator of feature importance. This approach relies on the assumption

that the input space is continuous and scale-invariant, such that small changes in the input

lead to meaningful changes in the output. This assumption is naturally satisfied in image

tasks, where inputs consist of continuous pixel values. In text models, however, inputs are

discrete tokens. Although gradient-based attribution has been applied to text by computing
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gradients with respect to word embeddings [60], the structure of the embedding space does

not always reflect semantic continuity. In this thesis, we continue to use text-based examples

for consistency and clarity, while acknowledging that the theoretical assumptions underlying

gradient-based attribution are more naturally aligned with image inputs.

The most basic method is the Saliency Map [65], which directly visualizes these gradients.

However, due to the complex behavior of deep neural networks, such gradients are often

noisy or too small to reveal meaningful patterns, making the explanations difficult to interpret.

To improve stability and theoretical grounding, Integrated Gradients [60] estimate importance

by averaging gradients along a path from a baseline input to the actual input. This method

satisfies desirable properties such as sensitivity and implementation invariance. Smooth-

Grad [66] enhances visual clarity by averaging saliency maps from multiple noisy versions

of the input.

Grad-CAM [61] is another widely used technique, particularly for convolutional networks. It

generates class-specific saliency maps by combining feature maps from intermediate layers

with gradient information from the target class. This highlights spatial regions most relevant to

the predicted label and has been widely applied to both image and audio models.

Despite their popularity, gradient-based attribution methods have important limitations. They

rely on access to the model’s internal structure to compute gradients of the output with respect

to the input via backpropagation. Rather than directly modifying the input, these methods

estimate feature importance based on how small input changes would affect the output, as

inferred from the model’s gradients. This makes them unsuitable for non-differentiable models

or deployment settings, such as commercial ASR systems, where internal computation is

inaccessible.

In this thesis, we did not apply gradient-based methods to ASR models because many production-

level ASR systems expose only their inference interfaces, without providing access to model

internals or gradient information, making such methods infeasible in practical scenarios.

Perturbation-Based Attribution. In contrast, perturbation-based attribution methods as-

sess feature importance by directly modifying the input and observing how the output changes.

These methods do not require access to the model’s internal structure or gradients, making

them applicable to black-box models such as commercial ASR APIs. These methods operate

by perturbing input features and measuring the effect on the prediction.1 The underlying

assumption is that important features will significantly influence the prediction when altered or

removed, while less relevant features will have little impact.

1. The definition of a feature depends on the data modality and the level of granularity adopted in the analysis.
For instance, in images, a feature may correspond to a single pixel or a patch; in text, to a subword unit, a word,
or a phrase.
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Using the previously introduced example sentence "The salary is low, and the work-

load is exhausting.", which a sentiment analysis model predicts as expressing negative

sentiment, we can illustrate the general idea behind perturbation-based methods. These

methods analyze the decision by removing or masking individual words and observing how

the model’s confidence in the negative sentiment changes. For instance, if removing the word

"exhausting" substantially reduces the predicted probability of negative sentiment, this

suggests that "exhausting" is a highly influential feature. Conversely, if removing "salary"

has little effect, its contribution is likely minimal.

It should be noted that while this example demonstrates the core intuition, different methods

adopt distinct strategies for quantifying feature importance based on these perturbations. In

the following, we briefly review several representative perturbation-based attribution tech-

niques. A subset of these methods is further applied in Chapter 4 to analyze ASR models

in a black-box setting.

Local Interpretable Model-agnostic Explanations (LIME)

One of the earliest and most influential perturbation-based methods is Local Interpretable

Model-agnostic Explanations (LIME)[34]. LIME was proposed to address the difficulty of in-

terpreting complex black-box models by approximating their local behavior with a simpler,

interpretable model. The core assumption is that while the global decision boundary may

be highly nonlinear, the model can often be well-approximated by a linear function in the

neighborhood of a specific input. Based on this idea, LIME explains individual predictions

by generating perturbed versions of the input and fitting a sparse linear regressor to mimic

the model’s output locally. In text classification, this involves randomly removing words and

recording the impact on the prediction. LIME produces intuitive, model-agnostic explanations

and has been widely adopted across various domains. For these reasons, we selected LIME

as a baseline method for our explainability experiments on ASR systems in Chapter4.

Shapley-Value-Based Attribution. Following the development of LIME, which provides intu-

itive but relatively simple explanations, SHAP (SHapley Additive exPlanations) [67] introduced

a more theoretically grounded approach based on cooperative game theory, which studies

how to fairly distribute a collective outcome among multiple contributors. SHAP attributes the

model’s prediction to each feature by calculating its average marginal contribution across all

possible subsets of features, offering a principled measure of feature importance.

Although SHAP has become a widely recognized and influential method, it suffers from signi-

ficant practical limitations. Computing exact Shapley values is computationally intractable for

high-dimensional inputs.
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Given these computational challenges and the characteristics of ASR tasks, we did not adopt

SHAP in our experiments. ASR inputs typically consist of long sequences of acoustic features,

leading to a combinatorially large number of feature subsets. This is in sharp contrast to

applications like text sentiment analysis, where the number of words in a sentence is usually

small, and the computational cost remains manageable. In ASR scenarios, the exponentially

growing subset space makes SHAP prohibitively time-consuming, rendering it impractical for

real-world usage.

Statistical Fault Localization

Sun et al. proposed a fundamentally different approach by introducing Statistical Fault Loc-

alization (SFL) [63] for model interpretability in their work [35]. Borrowed from software en-

gineering, where SFL techniques identify faulty program components responsible for system

failures, this approach analyzes statistical patterns between feature perturbations and output

changes to determine feature importance.

Unlike LIME and SHAP, which rely on surrogate models or exhaustive subset evaluation,

SFL directly measures the statistical association between input feature modifications and

the model’s output behavior. Classic suspiciousness metrics from fault localization—such

as Tarantula [68]—are employed to rank feature importance. These metrics quantify how

frequently the presence or absence of a feature correlates with significant changes in the

model’s output when that feature is perturbed.

Experimental results in the original paper demonstrated that SFL achieved more faithful and

stable explanations than both LIME and SHAP. At the time of our experiments, SFL remained

one of the most effective and efficient methods available. For these reasons, we selected SFL

as a key method in our explainability analysis for ASR systems.

Causal Reasoning and Counterfactual Explanations.

As perturbation-based attribution methods continued to evolve, researchers increasingly re-

cognized the limitations of purely correlational analyses and began shifting toward causal

reasoning frameworks. Instead of merely identifying which features contribute to a model’s

current prediction, causal attribution methods aim to answer a more insightful question: what

minimal changes to the input would causally lead to a different outcome? For example, still

consider the sentence "The salary is low, and the workload is exhausting."Cor-

relational methods may highlight both "low" and "exhausting" as important, but they do

not reveal whether the prediction would actually change if one of these words were removed.

A causal method, by contrast, might determine that removing "exhausting" is sufficient to

flip the prediction, while removing "low" has little effect—thereby providing a clearer view of

how the model’s decision boundary is structured in this local region.
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Early counterfactual explanation methods, such as the work by Wachter et al. [69], formulated

the problem as an optimization task, identifying the smallest input modifications needed to

change a model’s decision. However, these approaches often resulted in implausible or se-

mantically invalid counterfactuals—an issue particularly severe for sequential data like speech,

where low-level perturbations rarely produce meaningful or realistic variations.

To improve the plausibility of generated counterfactuals, later methods introduced additional

constraints. For example, DiCE [70] proposed generating diverse and actionable counterfac-

tuals, offering users multiple realistic alternatives.

Building on these developments, Causal, proposed by Chockler et al. [36], introduced a

principled framework specifically designed for causal explanation in black-box models. This

work adopts the actual causality theory of Halpern and Pearl [71] and establishes a complete

formal framework for defining and discovering causal explanations. It focuses on identifying

minimal sets of input features that constitute sufficient causes for a model’s decision.

Due to its well-established theoretical foundation, clear formal definitions, and complete al-

gorithmic design, this framework offers a practical and theoretically sound solution for discov-

ering causal explanations. These characteristics make it particularly suitable for our purposes,

and thus, it was directly adopted in our chapter 4.

2.3.2 Post-hoc Perturbation-Based Explainability Methods: A Unified Perspect-
ive

Perturbation-based methods represent one of the most widely used families of explainability

techniques. While later chapters adapt and extend some of these methods as part of the thesis

contributions, it is useful here to introduce a unified conceptual perspective as background.

The aim is not to propose a new algorithm, but to synthesise common principles that underlie

approaches such as LIME, SFL, and causal attribution. By presenting them within a single

perspective at this stage, readers are provided with a clearer foundation for understanding

how these techniques will be compared and applied in subsequent chapters.

The preceding discussion has focused on the theoretical foundations of post-hoc explainability

methods and provided the rationale for selecting three representative approaches: LIME [34],

SFL [63] and Causal [36]—for application on ASR. We now shift to the technical foundation

used in this thesis. In particular, we conclude a unified framework for these three perturbation-

based methods. This framework uses formal notation to systematically describe the core steps

shared by these methods, enabling a clearer comparison of their underlying mechanisms and

supports future extensions.

Perturbation-based methods share a common framework centered on modifying the input and

observing how these changes affect the model’s predictions. The general workflow includes

four key steps:
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• Generate Perturbations: Modify features2 of the input to create variations.

• Classify Mutants: Test the model on these modified inputs and record how the predic-

tions change.

• Quantify Importance: Analyze how each modified part impacts the output to determine

its importance.

• Construct Explanation: Use the importance scores to rank input parts or find the

smallest set of input parts needed to generate the original output.

Among the selected three techniques, their primary differences lie in how they handle the third

step of quantifying importance. Below, we briefly describe their key characteristics in this step.

• LIME quantifies importance by approximating the model’s local behavior using a simple,

interpretable model, such as a linear model. The parameters of this surrogate model

are treated as importance scores.

• SFL is the first to apply statistical fault localization techniques to compute importance.

Unlike methods that fit a surrogate model to approximate local behavior, SFL directly

estimates feature importance using statistical associations between feature presence

and model prediction outcomes.

• Causal methods are grounded in causality theory [71], leveraging principles of cause-

and-effect relationships to identify input components responsible for changes in the

model’s output.

Unified Notation

• Input Representation: Let the input be represented as x, where the structure of x
depends on the data modality like text and image:

– Text:

x = [x1,x2, . . . ,xn], x j ∈ X ∗, (2.1)

where x j is the j-th word or token, and n is the total number of tokens in the se-

quence. The input x j are assumed to be indexed sequentially, such that x1,x2, . . . ,xn

are adjacent but non-overlapping.

– Images:

x = [xi, j] ∈ Rh×w,

where h and w are the height and width of the image, respectively, and xi, j rep-

resents the pixel intensity at row i and column j.

For simplicity, throughout this section, we use the text-based representation of x,

where x = [x1,x2, . . . ,xn] and x j represents the j-th input element.

2. The definition of a feature depends on the data modality and the level of granularity adopted in the analysis.
For instance, in images, a feature may correspond to a single pixel or a patch; in text, to a subword unit, a word,
or a phrase.
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• Output Representation: The black-box model f maps the input x to a scalar output y:

f : X ∗ → Y ,

where:

– X ∗ is the input space, which may include sequences of varying lengths.

– Y is the set of possible labels (e.g., classification categories).

– y = f (x) is the predicted label for the input x.

Example: Consider a black-box model f trained for sentiment classification. The model takes

a text input x = [x1,x2, . . . ,xn], where each x j is a word or token, and outputs a label y ∈ Y .

The set of possible labels is:

Y = {positive,neutral,negative} .

For illustration purposes within this framework, we select a relatively short example sentence

to keep the explanation readable.

Specifically, consider the input x = [This, exam, is, difficult]:

• n = 4, and each x j represents a word (e.g., x1 = This, x4 = difficult).

• The model prediction y = f (x) could be y = negative, indicating a negative sentiment.

Step 1: Generate Perturbations (Mutants)

Perturbations, or mutants, are generated by masking parts of the input x. Here, masking refers

to modifying selected parts of the input and replacing them with a predefined value (e.g., a “*“

token for a word in text3). The specific masking strategy varies depending on the method:

• LIME and SFL: A subset of input elements x j is masked randomly, determined by a

masking ratio α ∈ (0,1). The size of the masked subset is:

|S|= ⌈αn⌉, S ⊆ {1,2, . . . ,n}, (2.2)

where S represents the indices of the elements to be masked. The perturbed input

x′ = [x′1,x
′
2, . . . ,x

′
n] is then computed as:

x′j =

x̄ j, if j ∈ S,

x j, otherwise,
∀ j ∈ {1,2, . . . ,n}, (2.3)

3. In practice, masking can be implemented by replacing the word’s embedding with a zero vector. The “*" symbol
is used here for readability to represent such a masked position.
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where x̄ j is a predefined value used to replace the masked elements, such as a “*"

token for text, or a uniform background color for images. The indices of the masked

elements in S are selected randomly, and the elements do not need to be contiguous.

Example: Consider x = [This, exam, is, difficult, today], with n= 5. Suppose the masking

ratio is α = 0.4, so:

|S|= ⌈0.4×5⌉= 2.

If S = {1,5}, the masked elements are “exam" and “today," resulting in a mutant:

x′ = [*, exam , is, difficult, *].

However, in many cases, adjacent elements contribute more effectively as a group than

individually. For example, in text, phrases such as “very difficult” often carry a stronger

semantic meaning than the individual words “very” and “difficult” alone. To address this,

Causal considers contiguous groups of elements when generating perturbations.

• Causal: To account for interactions between neighboring elements, the input x= [x1,x2, . . . ,xn]

is divided into m non-overlapping and contiguous regions {C1,C2, . . . ,Cm} (1 ≤ m ≤ n),

where each region Ci consists of consecutive elements and is defined as:

Ci = {xki ,xki+1, . . . ,xki+|Ci|−1}, (2.4)

where |Ci| is the number of elements in Ci, and ki is the starting index of region Ci. The

starting indices satisfy:

k1 = 1, ki+1 = ki + |Ci|, ∀i ∈ {1, . . . ,m−1}. (2.5)

The regions satisfy the following conditions:

m⋃
i=1

Ci = {x1,x2, . . . ,xn}, Ci ∩C j = /0, ∀i ̸= j. (2.6)

Perturbation involves masking a proportion α ∈ (0,1) of the regions {C1,C2, . . . ,Cm}.

Similar to the process in SFL and LIME, the mask is applied at the level of regions rather

than individual elements. Specifically, if a subset of regions is selected, all elements

within these regions will be masked, while the remaining regions are left unchanged.
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Step 2: Classify Mutants

Each mutant x′ is evaluated by the black-box model f , producing a prediction y′ = f (x′),
where y = f (x) is the original prediction. The mutant is classified as:Success, if y′ = y,

Failure, if y′ ̸= y.
(2.7)

where y = f (x) is the original prediction.

Step 3: Quantify importance

This step is where three perturbation-based techniques differ most, since each method uses

distinct principles to evaluate how input changes affect the model output.

• LIME quantifies the importance of input components by treating each element x j of the

input x as a feature and fitting a simple linear model to approximate how much its pres-

ence or absence affects the model’s prediction. The resulting weights from the linear

model directly serve as importance scores, indicating each element’s contribution.

The formal process is described below.

Each perturbed input(mutant) x′ is represented as a binary vector z = [z1,z2, . . . ,zn] of

the same length as the original input x′, where:

z j =

1, if the j-th component is unmasked,

0, if the j-th component is masked.
(2.8)

To focus on mutants that are similar to the original input, LIME assigns a weight w(z) to

each mutant:

w(z) = exp
(
−dist(z,1)2

σ2

)
, (2.9)

where dist(z,1) = ∑
n
j=1(1− z j) measures the number of masked components in z, and

σ controls how much emphasis is placed on mutants close to the original input. Mutants

that are closer to the original input (dist is small) are given higher weights because the

changes they introduce are more localized and easier to attribute to specific compon-

ents. For example, observing the effect of masking a single input component provides

more precise information about its importance compared to masking many components

at once, which can obscure individual contributions. This weighting ensures that the

surrogate model focuses on capturing the local behavior of f (x).
The surrogate model g(z) is then trained to fit the predictions of the black-box model

f (x′), where x′ is the perturbed input corresponding to z. The training process minim-

izes a weighted loss function:
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L ( f ,g,w) = ∑
z∈Z

w(z) · ( f (z)−g(z))2 , (2.10)

where Z refers to the full set of mutants selected and generated, and w(z) ensures

that mutants closer to the original input receive higher importance during fitting.

The surrogate model is expressed as:

g(z) = β0 +
n

∑
j=1

β jz j, (2.11)

where β j represents the importance score for the j-th input component. These scores

quantify how much each component contributes to the model’s prediction. Larger |β j|
values correspond to stronger influences on the output, providing a clear explanation of

the input-output relationship.

• SFL quantifies the importance of each input element x j by analyzing how often masking

it causes the model’s prediction to change. Elements that lead to more prediction

failures when masked are considered more important.

The importance score for feature x j, denoted by φ j, is defined as:

φ j ∝
n j

f

n j
f +n j

p
, (2.12)

To calculate s(x j), SFL collects the following statistics for each x j:

– n j
f : Number of mutants where x j is masked and the prediction changes.

– n j
p: Number of mutants where x j is masked and the prediction remains unchanged.

Higher scores indicate that masking x j has a stronger influence on the output.

The equation above serves as a base for many statistical measures used in SFL,

with each measure incorporating specific adjustments. For detailed explanations and

examples of these measures, we recommend referring to the paper [63].

• Causal methods evaluate the importance of each input region based on its ability to

causally influence the model’s output. Specifically, these methods measure whether

masking a region Ci alone can change the model’s prediction. If so, the region is

considered highly important. If the model’s output remains unchanged, the method

assesses how many additional regions must be masked together with Ci to alter the

prediction.

Let C = {C1, . . . ,Ci−1,Ci+1, . . . ,Cm} denote the set of all input regions excluding Ci. Let

O ⊆ C be any subset of additional regions. We define ri as the minimum number of

additional regions that must be masked alongside Ci to change the model’s output:

ri = min{|O| : O ⊆ C , f (mask(Ci ∪O,x)) ̸= f (x)} , (2.13)
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where f (·) is the model’s prediction function and mask(Ci∪O,x) denotes the input after

masking the regions Ci and O.

The importance of region Ci is then quantified by the Responsibility score ψi, defined

as:

ψi =
1

ri +1
. (2.14)

This metric reflects a region’s direct influence on the prediction: if masking Ci alone

changes the output (ri = 0), then ψi = 1, indicating maximum importance. If more

regions need to be masked (ri > 0), then ψi < 1, decreasing as more support is needed

to cause an effect.

Step 4: Construct Explanation

This step aims to construct an explanation set E that contains the most important elements

or regions needed to reproduce the model’s prediction f (x).

For LIME, the method outputs an importance score β j for each input feature x j, reflecting

how much it contributes to the prediction. However, it does not directly provide a minimal set

of elements sufficient to explain the outcome.

In contrast, both SFL and Causal explicitly aim to build a compact explanation set E by se-

lecting the smallest subset of input features that still preserves the model’s original prediction.

In SFL, each input feature x j is assigned a statistical importance score φ j. The elements are

ranked by φ j, and added one by one to E in descending order until the model’s prediction

based on E matches the original output.

In Causal, the input is divided into regions {C1,C2, . . . ,Cm}, and each region Ci is given an

importance score ψi. Regions with higher ψi are added first, as they have stronger causal

influence on the output.

Formally, the goal is to find the smallest E ⊆ {x1, . . . ,xn} (or subset of regions, depending on

the method) such that:

f (mask(E ,x)) = f (x), (2.15)

where E denotes the set of components not in E , and mask(E ,x) is the input with non-E

parts masked.

This formulation ensures that only the most relevant parts of the input are retained, providing

a faithful and compact explanation of the model’s decision.
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2.3.3 Intrinsic Explainability

In contrast to post-hoc methods, which generate explanations after a model makes a pre-

diction, intrinsic explainability focuses on designing models whose internal reasoning is in-

herently transparent. These models structure their decision processes in a way that directly

incorporates human-understandable process, allowing their outputs to be interpreted without

relying on external explanation techniques [58, 59].

To maintain consistency with earlier discussions, we continue using the example sentence:

“The salary is low, and the workload is exhausting.”

While post-hoc methods identify influential words after a decision is made, intrinsic meth-

ods integrate explainability directly into the prediction process. Depending on the approach,

this can be achieved through explicit rules, reference examples, or intermediate human-

interpretable concepts.

Rule-Based Models Rule-based models predict outcomes by applying explicit logical rules.

For the example sentence, a rule-based sentiment classifier might encode logic such as:

If “low” appears near “salary” and “exhausting” appears near “workload”, predict negative

sentiment.

Such models offer complete transparency, as every decision path is traceable [72]. However,

rule-based systems become impractical for complex tasks like Speaker Verification, where

decision boundaries are formed over continuous, high-dimensional inputs, and symbolic rules

cannot effectively capture nuanced speaker traits.

Prototype-Based Models Prototype-based models explain decisions by comparing inputs to

representative examples from the training data [73]. In sentiment analysis, for instance, the

model might justify a negative sentiment prediction by retrieving a similar prototype sentence

such as: “The benefits are poor, and the hours are long.”

This provides intuitive, example-based explanations, especially effective in vision and text

domains [74, 75]. However, in speaker verification, speaker identity is encoded through subtle

variations across high-dimensional embeddings, making it difficult to define semantically mean-

ingful and universally applicable prototypes.
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Sparse Models and Concept Bottleneck Models Sparse models achieve interpretability by

limiting the number of features or concepts involved in a prediction. Among these, the Concept

Bottleneck Model (CBM) [76] has attracted significant attention due to its structured decision

process. CBMs decompose the prediction pipeline into two stages: first, the model predicts a

set of human-defined concepts; then, it bases the final decision solely on these interpretable

concepts.

To illustrate how a CBM works, consider again the sentiment classification example: “The

salary is low, and the workload is exhausting.”. Instead of predicting the sentiment label

directly from the input sentence, a CBM first maps the input to a set of predefined, human-

interpretable concepts. For this example, the model might predict whether the sentence ex-

presses financial dissatisfaction, physical exhaustion, or social isolation. Each of these con-

cepts is inferred individually from the input, resulting in an explicit concept vector that repres-

ents the model’s intermediate understanding.

In the second stage, the model uses this concept vector to determine the final sentiment label.

For instance, if both financial dissatisfaction and physical exhaustion are detected, the model

may classify the sentiment as negative. This two-stage structure decomposes the reasoning

process into concept recognition and label inference, allowing each step to be independently

examined.

By separating prediction into interpretable stages, CBMs offer full transparency into the model’s

decision-making process. Users can observe which concepts were identified and understand

how these concepts contributed to the final prediction. This transparency improves explainab-

ility, facilitates error analysis, and helps build user trust in the model’s behavior [77].

CBMs are particularly suitable for scenarios where decisions naturally align with human-

understandable attributes. In this thesis, we adopt CBMs to explore intrinsic explainability in

Speaker Verification, where speaker characteristics—such as accent, nationality, or age—serve

as meaningful intermediate concepts. This makes it possible to express verification outcomes

in terms of explicit, human-relevant attributes, providing a more transparent and accountable

decision process [78].

2.4 Conclusion

This thesis investigates two fundamental challenges in speech-based AI systems: robustness

and explainability. To support this investigation, this chapter first introduced the speech pro-

cessing tasks that serve as experimental testbeds—ASR, phoneme recognition, and SV—all

implemented using traditional pipelines to ensure a controlled setup. We then reviewed key

approaches to explainability, covering both post-hoc and intrinsic methods, and concluded
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with a unified perturbation-based framework to structure our analysis. As for robustness,

since it constitutes only a single chapter in this thesis, we integrate the necessary background

directly into the next chapter alongside the corresponding project. These foundations enable

the systematic exploration of robustness and explainability in the following chapters.



Chapter 3

Robustness: Blackbox Adversarial

Attacks on ASR using Frequency

Masking

This chapter focuses on the robustness of ASR systems through the lens of black-box ad-

versarial attacks. Rather than aiming to improve model resilience directly, we propose a

method that exposes vulnerabilities by applying imperceptible perturbations to the input audio.

The chapter is organized as follows: we begin with an introduction, followed by a review of

related work, then describe the proposed methodology and experimental setup, and finally

present and discuss the results.

3.1 Introduction

This section provides an introduction to the current chapter and should be distinguished from

the general introduction of the thesis.

The computational core of ASR are deep neural networks (DNNs) that have been shown to

be susceptible to adversarial perturbations; easily misused by attackers to generate malicious

outputs [79, 80, 22].

Existing work on ASR adversarial attacks. Adversarial perturbations1 were first presented

by Szegedy et al. to demonstrate the lack of robustness in DNN models – a small perturbation

of an input may lead to a significant perturbation of the output of a DNN model [81]. This

vulnerability can be exploited by adversaries to augment the original input with a crafted per-

turbation, invisible to a human but sufficient for the DNN model to misclassify this input. This

influential work triggered several research contributions in the computer vision domain that

generate adversarial attacks for testing security and robustness of vision tasks [82, 83, 84].

Research on the use of adversarial attacks on ASR is, however, only just emerging, and can

1. Also referred to as Adversarial examples or Adversarial attacks.

31
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be classified along two dimensions,

1. Un-targeted or Targeted The aim of un-targeted adversarial audio is to make an ASR

model incorrectly transcribe speech while sounding similar to original input, while the aim of

targeted adversarial attack is to cause an ASR model to output a specific transcription (target)

injected by an adversary. This paper focuses on un-targeted adversarial attack.

2. Whitebox or Blackbox Threat Model In a whitebox threat model, the adversary assumes

knowledge of the internal structure of the ASR model, while in a blackbox threat model, the

adversary can only probe the ASR with input audio and analyze the resulting transcription.

We use a blackbox threat model.

Most existing methods [85, 3, 26, 86] for ASR adversarial attack generation are targeted and

whitebox. These methods suffer from one or more of the following drawbacks (1) Whitebox

assumption is not practical and lacks portability since commercial ASR application developers

do not typically reveal the internal workings of their systems, (2) time taken to generate attacks

is considerable and cannot be used in real-time. , and (3) poor quality audio in attacks makes

them easily detectable by defense techniques like [3, 87]. Existing few methods [88, 27] for

blackbox, targeted attacks suffer from the drawback of intractable number of queries to the

ASR, that are time-consuming and impractical. Blackbox untargeted attacks that do not rely

on the knowledge of the internal NN structure or queries to the ASR would address the above

limitations and the only known technique was proposed by Abdullah et al. in 2020 [2]. To

create adversarial audio, they decompose the original audio and remove components with

low-amplitude that they believe will not affect audio comprehension. Although interesting,

their approach does not strive to ensure the adversarial and original audio sound similar.

Additionally, difference achieved in transcribed texts is not measured or reported. We found

the ability of their attacks in bypassing a state of the art defense system was not effective.

Proposed Attack Generation We propose a blackbox un-targeted attack generation approach

that is faster, more portable across ASR, and robust to a state-of-the-art defense than Abdul-

lah et al. Our framework, SPAT, for attacking ASR uses a psychoacoustics concept called

frequency masking that determines how sounds interfere and mask each other. We manipu-

late masked (or inaudible) components of the original audio in such a way that their spectral

density is different but they remain masked. Such a manipulation ensures the adversarial

attack is indistinguishable from the original but has the potential to change the resulting

transcription.
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We propose three attack generation approaches centered around this idea – Griffin Lim

Reconstruction (GL),Original Phase (OP) and Deletion (DE). Additionally, to help

increase similarity to the original audio, we provide the option of selectively introducing per-

turbations to a small fraction of audio frames rather than all of them. The SPAT framework

provides three frame selection options – Random, Important and All. Among them, the

Important option identifies the frames that cause the most change to output text when set

to zero and we then introduce perturbations to just these important frames.

We evaluate SPAT on three different ASR – Deepspeech [28], Sphinx [29] and Google cloud

speech-to-text API, using two different input audio datasets – Librispeech [89] and Common-

voice [90]. We assess the effectiveness of our approaches for attack generation and frame se-

lection using the metrics - WER, Similarity, attack Success Rate and Detection score.

We also compare SPAT with a targeted whitebox state-of-the-art (SOTA) method [3] and an

untargeted blackbox SOTA method [2]. It is worth noting that the scale of our evaluation is

much bigger than existing work [3, 26, 2] as we use different audio datasets and ASR. We

find our approach using OP or DE for attack generation combined with Important or All frame

selection was effective at attacking all three ASR. Our techniques were 312× faster than the

whitebox targeted SOTA, and 7× faster than blackbox targeted SOTA method. The defense

system, Waveguard [4], was less effective at detecting attacks generated with our techniques

compared with the other two SOTA methods.

In summary, the contributions in this chapter are as follows:

1. A novel approach and framework, SPAT, for untargeted blackbox adversarial attack

generation on ASR based on frequency masking.

2. Frame selection option to selectively perturb frames in an audio.

3. Extensive empirical evaluation of the attack generation and frame selection options

within SPAT on three ASR and two audio datasets. We also compare performance

against SOTA whitebox and blackbox techniques.

3.2 Background

As stated in the Chapter 2, most current ASR comprise the following stages when transcribing

an input audio to a text output: 1. Pre-processing to remove noise and detect human voice

in the input audio, 2. Signal processing stage to extract audio features as Mel Frequency

Cepstral Coefficient (MFCC) and 3. Prediction that uses the MFCC features from the audio

to predict a probability distribution of characters for every time step or audio frame. From the

character sequence distributions, an output selection algorithm, such as Beam search, is used
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to select the most likely translated text. The process of MFCC extraction and the fundamental

concepts of Automatic Speech Recognition (ASR) have been introduced in the thesis-level

background chapter and will not be repeated here. We next present a brief description of the

frequency masking concept used in SPAT.

3.2.1 Frequency Masking and Masking Threshold Computation

Figure 3.1: Frequency masking phenomenon: the masker creates a masking threshold in the
nearby frequency domain such that other sounds below this threshold cannot be heard[1].

Frequency masking is a psychoacoustic phenomenon that occurs when the perception of a

sound is affected and masked by the presence of another sound, distracting the ear from

being able to clearly perceive the simultaneous sounds [91]. For example, on a quiet night,

consider that the sound of chirping crickets is audible but in the presence of the TV sound,

we stop hearing the crickets chirping as the TV sound masks it. In Figure 3.1, the TV sound

would be the masker (seen as a red bar) that creates a masking threshold [91] which is the

minimum level at which other sounds in the same frequency frame can be heard. The chirping

sound of the crickets falls below the masking threshold (seen as a blue bar) and therefore is

not audible in the presence of the TV. The chirping sound in Figure 3.1 would be the maskee.
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Masking Threshold Computation To calculate the masking threshold for a given audio, we

need to first convert the audio from the expression in the time domain to the frequency domain

(using Fast Fourier Transform), then discard the phase information in the spectrum. We then

use the amplitude information of the spectrum to calculate the log-magnitude power spectral

density (PSD) of this audio. The PSD characterizes the energy distribution on a unit frequency,

and is used widely to describe the frequency domain results of the signal [1, 91]. The red and

blue bars in Figure 3.1 represent the PSD (in dB) of maskers and maskees, respectively, for

the given frequency bin. According to [91, 26], maskers are identified from the audio PSD

using two conditions: the PSD of a masker should be greater than the absolute threshold of

hearing (ATH), and it must be the highest PSD estimate within a certain surrounding frequency

range. After identifying the maskers, their respective masking thresholds will be computed

using a two-slope function, described in [1]. If there are several maskers and associated

masking thresholds, they will be combined into a global masking threshold for the audio like

in [26]. Once the maskers are identified, the other PSDs in the audio are labelled maskees. A

more detailed description of the computation of masker, maskee and masking threshold can

be found in [1, 26].

We use this masking phenomenon observed with simultaneous sounds to create adversarial

audio that sounds similar to the original audio but has the potential to produce a different

transcription. We achieve this by first taking the original audio that is composed of many

sounds, identifying the maskers and maskees in it using the approach from [1, 26] (red and

blue bars in Figure 3.1). We then manipulate the PSD of the maskees so it stays below the

masking threshold, ensuring they are not audible, like in the original audio. Nevertheless, this

manipulation can still affect the transcribed text. We create the adversarial audio by composing

together the unchanged maskers and manipulated maskees. In terms of our earlier example

with the TV sound and crickets chirping, we identify the TV sound as the masker and the

chirping crickets as the maskee. We then manipulate the PSD of the cricket sound, staying

within the masking threshold, to produce an adversarial audio that composes the TV sound

with the manipulated chirping sound. Section 3.4 describes the SPAT framework and the

techniques used for manipulation in detail.

3.2.2 Griffin-Lim Algorithm

To construct an adversarial audio from the maskers and manipulated maskees in the amp-

litude spectrum, we use the Griffin-Lim (GL) algorithm that helps reconstruct audio waveforms

with a known amplitude spectrum but an unknown phase spectrum[92]. The Griffin-Lim (GL)

algorithm is chosen because it remains one of the most widely used and accessible phase-

reconstruction methods in speech processing. When adversarial perturbations are introduced

at the spectrogram level, phase recovery is required to reconstruct the waveform. GL provides

a standard baseline for this purpose: it is computationally efficient, model-agnostic, and has
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been extensively adopted in both classical and modern ASR pipelines. Steps in the algorithm

are as follows: (1) Randomly initialize a phase spectrum, (2) Use this phase spectrum and the

known amplitude spectrum to synthesize a new waveform through Inverse Short-Time Fourier

Transform (3) Use the synthesized speech to get new amplitude spectrum and new phase

spectrum through Short-time Fourier Transform, (4) Discard the new amplitude spectrum, (5)

Repeat steps 2, 3, 4 for a fixed number of iterations. Output is a waveform with an estimated

phase spectrum and the known input amplitude spectrum.

3.3 Related Work

Attack Type Existing work
Whitebox-Targeted Vaidya et al. [93],

Carlini et al, [85, 3],
Qin et al. [26],Yuan et
al. [22],Yakura et al. [86],
Schönherr et al. [94, 95],
Szurley et al. [96]

Blackbox-Targeted Zhang et al. [97], Alzantot et
al. [88], Taori et al. [27]

Blackbox-
Untargeted

Abdullah et al. [2]

Table 3.1: Existing work on adversarial ASR attack generations.

As mentioned in Section 3.1, existing adversarial attack generation on ASR models can be

classified along two dimensions: 1. Targeted for a given transcription or untargeted, and 2.

Whitebox, with knowledge of the internal ASR structure or Blackbox. Table 3.1 lists the existing

techniques using these two dimensions and they are discussed in more detail in the rest of

this Section.

3.3.1 Targeted Attacks

Vaidya et al. [93] pioneered the first whitebox targeted method for attacking ASR in 2015.

Given the transcription to target, they gradually approach the target by continuously fine-

tuning the parameters of the extracted MFCC features. Once the goal is reached, they use

the obtained adversarial MFCC features to reconstruct the speech waveform. On the basis

of Vaidya’s work and in an effort to improve the efficiency of their approach, Carlini et al.[85]

proposed Hidden Voice Command in 2016, adding noise that is often encountered in real life.

However, neither of these two types of attacks can conceal the existence of noise, and such

adversarial attacks can be easily detected as noise rather than effective commands.
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Yuan et al. [22] proposed a method for embedding commands into songs so that when these

songs are played, the commands will be translated by an ASR. Additionally, they improve the

realistic nature of adversarial attacks by introducing noise generated by hardware devices.

This approach, however, is restricted to songs as the carrier of commands, and is, therefore,

limited in application scenarios.

Carlini et al. [3] in 2018 used a whitebox approach that applies gradient descent to modify the

original audio so that the difference between the transcription and the target text is smaller.

Their experimental results show their attack Success Rates reached 100% on Deepspeech

ASR. However, their approach faces the following drawbacks: First, it can take up to several

hours to generate attacks; second, the gradient descent method requires the attacker to have

a good understanding of all the internal parameters and structures of the attacked system

before it can be used; and finally the adversarial attacks generated will be invalid over other

ASR.

Yakura et al. [86] proposed some improvements to [3] to maintain attack performance under

over-the-air conditions (mixed with sound of the surrounding environment). They generate

adversarial attacks accounting for noise caused by echo and recording in real life, so as to

obtain more robust adversarial attacks. However, other shortcomings in Carlini et al.[3] (such

as long generation time and weak transferability) have not been addressed.

In 2018, Schönherr et al. [94] developed a whitebox approach that applies the knowledge of

masking threshold to generate adversarial attacks. They proposed to limit the generated noise

below the masking threshold of the original audio to ensure that the obtained perturbation

is not audible to the human ear. In more recent work [95], they introduced room impulse

response (RIR) simulator to improve the robustness of examples that produces different types

of noise for different environment configurations.

Inspired by Schönherr et al., Qin and Carlini et al. [26] developed a whitebox method and

optimized perturbations to make it lower than the masking threshold of the original audio.

This method achieved a 100% attack Success Rate on the Lingvo system. However, their

algorithms only study the attack on traditional signal-processing-based ASR, and has not

studied the end-to-end ASR that have emerged in recent years. Adbullah et al [98] adapted

the algorithm for end-to-end ASR on the basis of those two. But again, it’s also a targeted

white-box attack, and those limitations are still unresolved.

Like other whitebox targeted approaches, their work lacks portability to other ASR and is time

consuming for attack generation.
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Around the same time, Szurley et al. [96] proposed a whitebox method similar to Schönherr

et al. [94, 95] and Carlini et al. [26, 3] that constructed an optimization based on masking

threshold and combined it with room reverberation. Their method reached a 100% Success

Rate on Deepspeech but still suffers from limitations of lack of portability and time consuming

attack generation.

Blackbox-targeted approaches Few Blackbox Targeted adversarial attack generation tech-

niques exist in the literature [97, 88, 27]. Zhang et al. [97] in 2017 modulated the voice on

the ultrasonic carrier to insert preset commands(like "Open the window") into the original

audio. However, this method is not easy to reproduce as it uses hardware characteristics

of the microphone to complete the attack. Alzantot et al. [88] proposed a iterative optim-

ization method that adds a small amount of noise iteratively to a benign example until the

ASR outputs a target label. Taori et al. [27] used a genetic algorithm to achieve iterative

optimization, mutating benign examples until the ASR output matches a target label. These

approaches for blackbox targeted attacks suffer from the following two weaknesses: First, they

require thousands of queries to ASR to generate one adversarial attack, which is unrealistic.

Secondly, these attacks are only applicable to ASR that aim to classify audios, not translate

audios.

3.3.2 Untargeted Attacks

The only known untargeted blackbox adversarial ASR attack generation approach is that

proposed by Abdullah et al. [2] in 2019. They construct an adversarial attack by decom-

posing and reconstructing the original audio. Specifically, they decompose the original audio

into components called eigenvectors via Singular Spectrum Analysis (SSA). These eigen-

vectors represent the various trends and noises that make up the audio. They believe that

eigenvectors with smaller eigenvalues convey limited information. They choose a threshold

to classify eigenvalues as small and subsequently eliminate small eigenvectors. They then

reconstruct an audio from the remaining components as the adversarial attack. We compare

performance of our techniques against their approach in Section 3.6.4.

3.4 Methodology

In this section, we propose techniques for generating adversarial attacks for ASR. As seen in

Figure 3.2, our framework, SPAT, has two important stages, 1. Audio Frame Selection and 2.

Attack Generation. The general workflow in SPAT is as follows: Given an input audio example,

we first select frames within it using one of the three techniques for audio frame selection

– Random, Important and All. Independently, we generate manipulated audio from the
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Figure 3.2: Our framework, SPAT, for generating adversarial attacks comprises of three
stages, 1. Frame Selection, 2. Attack generation and finally 3. Adversarial audio formed by
combining information in the first two stages.

input audio using one of three attack techniques – GL Reconstruction (GL), Original

Phase (OP), Deletion (DE). We then replace the selected frames in the original audio

with corresponding manipulated audio frames while keeping the rest of the audio unchanged.

The combination of original and manipulated audio frames forms the adversarial attack audio.

Threat Model and Assumptions The attack techniques in SPAT assume a black-box threat

model, in which an adversary has no knowledge of the internal workings or architecture of

the target ASR model. We treat the ASR as a black-box to which we make requests in the

form of input audio and receive responses in the form of transcriptions in text format. We also

assume that an adversary can only make a limited number of requests to the target ASR. We

also accommodate the scenario when the adversary cannot make any requests to the target

ASR (with All frames selected). Finally, we assume an over the line attack. This means that

digital files are sent directly to the target ASR system for transcription, as opposed to playing

back audio files over the air through speakers.
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3.4.1 Stage 1: Frame Selection

We explore generation of adversarial audio by modifying a subset of frames in the entire audio.

We provide three approaches to select audio frames that will be later manipulated – Random,

Important and All. We will start by describing the technique to select Important frames.

Important:

The rationale for selecting important frames is to restrict manipulation to a small number of

significant frames. This allows the adversarial audio to remain similar to the original while still

affecting the output transcription text. We define importance of frames based on the proportion

of Word Error Rate (WER2) produced by masking that frame in the original audio. The steps

involved in selecting important frames are as follows,

1. For every input audio example, record output transcription.

2. Pick one of the input audio examples. For every frame in the processed audio example,

set it to zero (masked) while keeping the remaining frames unchanged. Record trans-

lated text using the ASR for the masked audio.

3. Compute WER between the masked and original output. Repeat this for all frames. The

frames that result in a non-zero WER are identified as important frames for that audio

example. Magnitude of WER change for frame selection can be altered to suit needs.

4. Repeat Steps 2 and 3 for the remaining input audio examples.

At the end of this process, every input audio example is associated with a list of important

frames.

2. WER is a common metric to evaluate the difference in ASR transcription between original versus adversarial
audio. The formula is provided in Sec 3.5.2
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Random:

To enable us to compare the effectiveness of only using important frames in frame selection,

we also provide a means to select frames randomly. The number of frames selected for a

given audio example is set to be the same as the number of important frames in that audio.

All:

We simply use all the frames from the manipulated audio generated in Stage 2 (see Sec-

tion 3.4.2). Using All frames helps us assess how much WER was achievable. In addition it

helps quantify the tradeoff in WER and Similarity when compared to frame selection with

Important and Random. It is worth noting that using All frames requires no queries to the

ASR. Therefore, if the threat model assumes no queries then we would select All frames in

Stage 1 of our approach.

Figure 3.3: Attack generation methods, GL and OP, increase the PSD of maskees to the
masking threshold. Attack generation with DE suppresses the PSD of maskees to zero.
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3.4.2 Stage 2: Attack Generation

We discuss three attack generation techniques within SPAT – GL, OP and DE, that manipulate

the amplitude spectrum of the input audio example using the concept of frequency masking,

described in Section 3.2.1. We illustrate the manipulations in Figure 3.3 and describe them

in the Sections below. All three techniques take the input audio, generate audio frames in

the frequency domain (obtained with sampling and fast fourier transform), with each frame

having amplitude and phase information. For each frame, we compute the masking threshold,

maskers and maskees using established techniques discussed in Section 3.2.1

GL Reconstruction (GL)

As seen in the top part of Figure 3.3, GL (and OP) increases the PSD of all maskees (blue

bars in the original audio) to the global masking threshold. Masker PSDs remain unchanged.

We then compute an updated amplitude based on the maskers and altered maskees PSD

inversely [1]3. GL discards phase information of the input audio waveform. Instead, it estimates

phase information using the GL reconstruction technique discussed in Section 3.2.2. The

estimated phase information is combined with the updated amplitude information and is used

to synthesize the attack audio through inverse FFT.

Original Phase (OP)

The primary difference between the OP and GL technique is in the phase information. Estimat-

ing phase using the GL algorithm introduces distortion and lack of consistency across multiple

runs. To avoid this problem, the OP technique retains phase information from the original audio.

We believe using phase information from the original audio to synthesize the attack audio will

make it more similar to the original audio.

Deletion (DE)

Previous methods, OP and GL, ensure the attack audio sounds no different from the original

input by increasing the PSD of the maskees up to the maximum limit (which is the masking

threshold) for them to remain masked. The DE technique, on the other hand, suppresses

the PSD of the maskees to the minimum value of zero which is akin to deleting them. This

manipulation will not affect the audio perception as the masking threshold is unaffected. The

DE technique, thus, deletes all maskee PSDs that are hidden under the masking threshold.

Subsequently, we use the modified amplitude after deletion and combine it with the original

phase information from the input audio (similar to OP’s use of phase). We use inverse FFT as

before to synthesize attack audio from the amplitude and phase information.

3. Amplitude(k) = N
√

10
PSD(k))

10 , where k is the index of the frequency bin and N represents the length of frame.
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3.4.3 Stage 3: Combining Original and Attack Audio

In this final stage, we create an adversarial attack by taking the original audio, replacing

the selected frames (identified in Stage 1) with corresponding frames from the attack audio

(generated in Stage 2). Other frames from the original audio are left unchanged. This modified

version of the original serves as an adversarial attack.

3.5 Experiments

We evaluate the effectiveness of our techniques within SPAT, described in Section 3.4, us-

ing two different datasets – (1) 200 audio samples from Librispeech [89] and (2) 200 au-

dio samples from Commonvoice [90]. We use three ASR in our evaluation, namely, Deep-

speech [28], Sphinx [29], and Google ASR. Our choice of datasets and ASR were inspired

by their use in related work for adversarial ASR attack generation [2][3][26][97]. We discuss

the defense system used to assess the effectiveness of the adversarial attacks, evaluation

metrics and the research questions in our experiments in the rest of this Section.

3.5.1 Detection and defense

The ability to evade defense systems is an important measure of effectiveness for adversarial

attacks. Defense systems have evolved to detect and defend a significant fraction of ad-

versarial attacks.

In our experiments, we use a SOTA adversarial audio detection and defense system, Wave-

guard [4], proposed by Hussain et al. We chose Waveguard as our defense system as

it is demonstrated to be faster, more effective and capable of detecting both targeted and

untargeted attacks compared to existing detection techniques, like Temporal Dependency

Detection Method [99]. We report how well Waveguard performed (as an AUC score) in

detecting adversarial attacks in our experiments.

Attack detection with Waveguard is divided into two steps. The first step is to transform the

input audio using one of several functions that are meant to preserve (or closely preserve)

the transcription text. For example, one of their transformations – Mel Spectrogram Extraction

and Inversion – first extracts MFCC features from input audio and reconstructs the audio from

MFCC features. The second step is to compare the Character Error Rate(CER) between the

transcription text for the original and transformed audio. If the difference between the texts

is greater than a predefined threshold, then the input audio is classified as adversarial, and

benign otherwise.
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3.5.2 Evaluation Metrics

We use four metrics to measure the effectiveness of our techniques – Word Error Rate

(WER), Similarity, Success Rate and Detection score. We are interested in gener-

ating adversarial attacks that sound similar to the the original audio (high Similarity) but

produce a transcription different from the original (high WER). Additionally, we would like the

technique to be portable, i.e generate adversarial attacks that are usable across several ASR

(high Success Rate). Finally, we want the generated attacks to be robust to get past SOTA

defense systems, like Waveguard [4] (lower Detection score).

We provide definitions of each of these metrics below.

WER is a common metric to evaluate the difference in ASR transcription from original versus

adversarial audio [100] [101]. WER is computed using Equation (3.1),

WER =
Insertions+Substitutions+Deletions

Total Words in Correct Transcript
(3.1)

Similarity We use the widely used PESQ metric [102] that measures quality of audio relat-

ive to a reference audio to assess similarity of adversarial audio to the original. The PESQ

algorithm accepts a noisy signal, which in our case is the adversarial attack, and an original

reference signal, which is the input audio for our method. The PESQ score ranges from -0.5

to 4.5. The higher the score, the better the voice quality. According to [103], audio quality is

deemed “good" when its PESQ score is above 3.0. We use this standard for classifying the

quality of the adversarial audio. In this paper, we use Similarity metric to mean the PESQ

score.

Success Rate shown in Equation (3.2), refers to the ratio of adversarial attacks that can

successfully attack a given ASR. A successful attack, as defined by Abdullah et al [2], happens

when the adversarial attack results in a non-zero WER with respect to the original transcrip-

tion.

Success Rate =
Number of successful attacks

Total number of adversarial attacks
(3.2)

Detection score refers to the effectiveness of the Waveguard defense system in correctly

classifying adversarial attacks. We use the area under the curve (AUC) metric, reported by

Waveguard [4], to evaluate correct classification of adversarial attacks. The AUC score ranges

from 0.0 to 1.0. We aim for a lower Waveguard AUC score or Detection score with our

techniques.
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3.5.3 Research Questions

We aim to answer the following research questions (RQs) in our experiments,

RQ1: Which frame selection method in SPAT among Random, Important, All performs

best?

We compare the WER and Similarity achieved by the different frame selection techniques

across three different ASR and two input audio datasets. Answering this research question

will help us assess the value of selecting a subset of frames versus just changing the whole

audio.

RQ2: Which attack generation technique among GL, OP, DE performs best?

We compare the WER, Similarity achieved by the different attack generation techniques

across three different ASR and two different input datasets. We also measure Time taken by

each technique.

RQ3: Are the adversarial attacks portable across ASR?

One of the primary selling points of our techniques is that they are blackbox and untargeted,

and therefore agnostic to the structure and workings within ASR. We validate this by evaluat-

ing the Success Rate of the generated adversarial attacks across three different ASR.

RQ4: Do SPAT generated attacks perform better than SOTA techniques?

We selected representative and high-performing SOTAs in our comparison, namely a whitebox

targeted technique proposed by Carlini et al [3], and a blackbox technique by Abdullah et al [2].

Carlini et al. generate adversarial attacks using Deepspeech ASR and the Commonvoice

input dataset. To allow comparison, we use the same ASR and input dataset with our tech-

niques. Owing to the targeted nature of their technique, they require the transcription text to

be specified in advance. To address this need, we use the transcription from Deepspeech

ASR with adversarial attacks generated by our technique as Carlini et al.’s target. We then

compare our technique with Carlini et al. with respect to time taken to generate adversarial

attacks, Similarity to original audio, Success Rate on other ASR, Google and Sphinx,

and Detection score. Since the transcription text in both techniques are the same, it is not

useful to compare WER.

We compare our technique against Abdullah et al. using WER, Similarity, Success Rate,

Detection Score, Time over different ASR and both the Commonvoice and Librispeech

dataset.
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Experiment settings We use Google Colab Pro with two NVIDIA Tesla T4 GPUs(16GB

RAM, 2560 cores) to run our experiments. We use the following audio parameters in our

experiments: Sampling rate of 16000HZ, frame length of 2048 and frame shift of 512.

3.6 Results and Analysis

We present and discuss the results from our experiments in the context of the research

questions presented earlier.

It is worth noting that WER and Similarity are measured for each attack, while Success

rate and Detection score are measured across an entire dataset. Techniques should try

to maximise WER, Similarity and Success rate while minimising Detection score by

Waveguard.

Figure 3.4: Box plots of the Similarity of the adversarial attacks generated with all
datasets.

3.6.1 RQ1: Comparison of Frame Selection Techniques

The best performing frame selection technique is one that achieves high WER and high Simil-

arity across audio examples. However, these two metrics are often conflicting. We discuss

and compare WER and Similarity achieved by the three frame selection techniques in SPAT

below. Figures in Table 3.2 shows the WER achieved by different frame section techniques

for the Librispeech and Commonvoice datasets across different ASR and attack generation

techniques while Figure 3.4 shows the Similarity achieved.
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Librispeech

Commonvoice

Table 3.2: Box plots of the WER of the adversarial attacks generated with two different datasets.

Librispeech Commonvoice
GL OP DE GL OP DE

Deepspeech 96% 95% 91% 95% 90% 90%
Sphinx 99% 96.5% 94% 98% 89% 90%
Google 99% 97.5% 95.5% 85% 80% 80%
Average 98% 96.3% 93.5% 92% 86.3% 86.6%

Table 3.3: The Success Rates of the adversarial attacks with GL,OP,DE attack generation
methods across the three ASR and two datasets.All frames is used as the frame selection
method.
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Figure 3.5: Pareto front over adversarial attacks generated by Random, Important and All

frame selection techniques on Commonvoice dataset and Deepspeech ASR using DE.

Figure 3.6: Pareto front over adversarial attacks generated by GL, OP and DE on Commonvoice
dataset and Deepspeech ASR using Important frames.
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Technique Time Similarity Success rate WER Detection score
Deepspeech Sphinx Google Deepspeech Sphinx Google

Carlini [3] 780 seconds 3.63 N/A 77% 33% N/A N/A N/A 0.67
Abdullah [2] 18 seconds 3.12 80% 77% 54% 0.39 0.44 0.14 0.65

OP 3.5 seconds 3.65 90% 89% 80% 0.46 0.47 0.40 0.52
DE 2.5 seconds 4.29 90% 90% 80% 0.45 0.50 0.38 0.55

Table 3.4: Comparison of OP,DE with Abdullah et al. [2] and Carlini et al. [3] with respect
to generation time for per adversarial attack, Similarity to original audio examples,WER,
Success Rate and Detection score against defense system [4] in attacking all three ASR

All frames We find in Table 3.2 and Figure 3.4, that the All frame selection achieves the

highest WER and lowest Similarity compared to Important and Random across ASR, input

datasets and attack generation methods. This is in line with our expectations as the other two

frame selection techniques select a small part of the audio to introduce noise into achieving

lower WER but higher Similarity to original audio.

Important versus Random: For most combinations of ASR, dataset and attack generation,

we find Random frame selection produces the lowest WER and the highest Similarity, while

Important frame selection results in a WER and Similarity between Random and All.

Statistical Analysis. We confirmed the statistical significance (at 5% significance level) of the

difference in means between the frame selection techniques using one-way Anova and did a

post-hoc Tukey’s Honest Significant Difference (HSD) test to reveal which differences between

pairs of means are significant. The detailed P-values for pairwise comparisons of WERs and

Similarities between frame selection techniques are provided in Appendix A.14. For the

WER metric, we find the All frames selection technology is significantly better than Important

and Random on majority of ASR, dataset, attack technique combinations. In contrast, for

Similarity measure, Random and Important frame selections significantly outperformed

All.

Pareto front Owing to the conflicting nature of the WER and Similarity metrics, all three

frame selection techniques achieve a trade-off between them. We use the Pareto front with

these two metrics, shown in Figure 3.5 for one of the datasets and ASR, to determine the

number of non-dominated attack examples (that fall on the Pareto front) from each frame

selection. We find Important frame selection has the most number of non-dominated attacks

(17 examples); Random was second with 12 examples, while All frames only had 1 non-

4. An additional extension file is also available at https://anonymous.4open.science/r/lalalala-
9DEE/apsec2022_extension.pdf

https://anonymous.4open.science/r/lalalala-9DEE/apsec2022_extension.pdf
https://anonymous.4open.science/r/lalalala-9DEE/apsec2022_extension.pdf
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dominated attack example. This trend is observed across all ASR, attack technologies and

datasets (see results in Extension file Section 1.1.3). Based on the number of non-dominated

examples, we believe that Important frames is effective at achieving a trade-off between WER

and Similarity.

Summary In terms of WER, we find All frames performs best. However, Important and

Random frames perform better in terms of Similarity. We find Important is the best at

optimising trade-off between the two metrics, achieving reasonable performance in both WER

and Similarity.

3.6.2 RQ2: Comparison of Attack Generation Techniques

We present WER achieved by GL, OP, DE using different ASR and datasets in Table 3.2, while

we show Similarity achieved in Figure 3.4. Best performing attack generation technique is

one that results in a high WER and high Similarity to original audio.

WER Performance GL attack generation performs better than both OP and DE in terms of

WER achieved. We confirm the differences are significant using One-way Anova and Tukey’s

HSD test (The corresponding P-values are reported in Appendix A.2.). Between OP and DE

attacks, OP outperforms DE with DeepSpeech and Sphinx ASR over the Librispeech dataset.

There is no significant difference between the two techniques over the other dataset and ASR.

Similarity Performance Both OP and DE significantly outperform GL in terms of Similarity,

confirmed with pairwise comparison using one-way Anova followed by Tukey’s HSD test (The

corresponding P-values are reported in Appendix A.2.). The median Similarity or PESQ

score for GL tends to be below the value of 3.0 (shown by the dashed line), irrespective of

frame selection used. According to Beuran et al. [103], the standard for good quality audio is a

PESQ score of greater than 3 and GL technique does not meet this standard in our experiments.

We believe this is because GL uses estimated, rather than actual, phase information which

causes distortion that reduces the PESQ score.

Between OP and DE, there is no significant difference in their Similarity performance.

The benefit with using DE lies in faster generation of an adversarial attack. The average time

to generate a single adversarial attack using DE is 2.5seconds, a second faster than the OP

technique (3.5seconds on average) as OP relies on calculating the masking threshold for every

input example.



3.6. Results and Analysis 51

Pareto Front As with RQ1, we draw the Pareto front using WER and Similarity, shown in

Figure 3.6. For Deepspeech ASR using Important frames in Figure 3.6, we find DE technique

has the most number of non-dominated attacks (16 examples); OP is second with 5 examples,

while GL only has 2 non-dominated attack example. This trend is observed across most ASR,

frame selections and datasets. However, for the All frame selection, OP has the most number

of non-dominated attacks on Deepspeech and Google (Results available in Section 1.1.3 of

the Extension file).

Summary Based on the number of non-dominated examples, we believe that when using

Important and Random frame selection, DE is a suitable choice for optimising both WER and

Similarity. When using All frame selection, OP is a better choice. Independently, DE is the

fastest attack generation among the three techniques.

3.6.3 RQ3: Portability across ASR

We evaluate portability of the adversarial attacks generated by OP,GL,DE across the three

ASR using the Success Rate metric, described in Section 3.5.2. Table 3.3 presents Success

Rates achieved with the Librispeech and Commonvoice datasets.

We find GL achieves the best success rates over all ASR, with both the Librispeech dataset

(average of 98%) and the Commonvoice dataset (average of 92%). OP comes next, performing

better than DE on the Librispeech dataset (96% versus 93.5%, respectively). OP and DE have

similar performance over the Commonvoice dataset (average of 86%).

Summary All three attack generation techniques have high success rates across the three

ASR producing portable adversarial attacks. GL outperforms OP and DE in portability but

the magnitude of difference is small (on average 2% to 5%). OP and DE have comparable

performance on the ASR, especially with the Commonvoice dataset.

3.6.4 RQ4: Comparison to Existing Techniques

We compare performance of SPAT against a whitebox targeted technique proposed by Carlini

et al. [3] and a blackbox untargeted technique proposed by Abdullah et al. [2] using the metrics

– WER, Similarity, Success rate, Time, Detection score. Within SPAT, we use

OP and DE for attack generation as they perform best in terms of Similarity and WER5

5. We use the best performance between All and Important frames.
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Comparison with Carlini et al

We fix the ASR to Deepspeech and input dataset to Commonvoice to match the experiments

in Carlini et al. [3]. We show results in Table A.18. We do not compare WER as the target text

for Carlini et al. [3] is the transcription text from our adversarial attacks, so there will be no

difference.

Time and Similarity We find time taken to generate attack examples is faster with our

approaches, OP and DE, compared to Carlini et al. with a maximum speedup of 312× achieved

with DE. We also achieve higher Similarity scores – 4.3 (DE) and 3.7 (OP), compared to

3.6 by Carlini et al. We confirm the statistical significance (at 5% significance level) of the

observed differences in Similarity using one-way Anova and Tukey’s Honest Significant

Difference (HSD) test. We find our techniques are a clear winner in terms of time taken, and

outperform Carlini at al. in Similarity.

Success Rate To evaluate portability of adversarial attacks, we transcribe the adversarial

attacks using Google and Sphinx (since DeepSpeech is used by Carlini et al.). We find

when used with Google ASR, adversarial attacks generated by Carlini et al. have a much

lower Success Rate than our techniques (33% versus 80%), respectively. For Sphinx, the

difference in Success Rate is smaller but the trend remains (77% Carlini versus 89% to 90%

for ours). The lower Success Rate observed with Carlini et al. is because their technique

specifically targets the neural network inside Deepspeech, and may not be as effective when

used on other ASR with different NNs. This is a drawback also encountered with other white-

box attacks. However, since our method is blackbox, we find it is easier to port our adversarial

attacks to different ASR.

Detection score Attack examples generated by Carlini et al. are more easily detected by

Waveguard, with a higher Detection score score of 0.67, compared to techniques in SPAT,

whose Detection scores are 0.52 for OP and 0.55 for DE. We believe this is because Carlini

et al use noise in their attack generation which is detected more easily by Waveguard. We

find SPAT attack generation with OP and DE performs better than Carlini et al at evading the

Waveguard defense.

Across all four evaluation metrics, we find one of the two techniques from SPAT is the winner

(highlighted in red in Table A.18), outperforming Carlini et al [3] across all metrics.
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Comparison with Abdullah et al

Like SPAT, Abdullah et al. [2] use a blackbox, untargeted attack generation technique that is

meant to be fast and portable on different ASR. Unlike the comparison with Carlini et al., we

can include WER as a performance metric (in addition to the other 4 metrics) and Deepspeech

ASR in our comparison. We discuss performance for each of the metrics below using the

Commonvoice dataset6.

Time and Similarity We find attack generation with OP and DE is much faster than Ab-

dullah et al. (5× and 7× faster, respectively). For the Similarity metric, SPAT outperforms

Abdullah et al. with both OP and DE attack generation (at 5% significance level, P-value tables

in the Appendix A.3.)

Success rate, WER and Detection score Attack examples generated with OP and DE

have a higher Success rate than Abdullah et al. across all ASR. We see a similar trend with

WER, where OP and DE outperform Abdullah et al. (at 5% statistical significance). Finally, OP

and DE surpass Abdullah et al. with respect to getting past Waveguard’s defense system by

achieving lower detection scores of 0.52 and 0.55, respectively, versus 0.65 for Abdullah et

al..

In summary, we find our attack techniques, OP and DE, surpass Abdullah et al. for each of the

five evaluation metrics (best performing is highlighted in red in Table A.18).

Threats to Validity

There are three threats to validity in our experiments based on the selected ASR, speech

datasets and the metrics used in evaluation.

Firstly, we only use three ASR among dozens of commercial and non-commercial ASR in

our experiments to evaluate the effectiveness of our attacks. Results may vary on other ASR.

However, our techniques are meant to be ASR agnostic so we believe they will be applicable

to other ASR. It is worth noting that the number of ASR in our experiments is at par or exceeds

that used in Section 3.3. We plan on conducting a more extensive evaluation in the future.

Secondly, we use audio samples from two common speech datasets – Librispeech [89] and

Commonvoice [90]. The adversarial examples we generate are a manipulation of the input

audio. It would be interesting to evaluate our technique on audio samples in other speech

datasets. Given the time consuming nature of the experiments, the number of samples from

the different attack generation techniques and their combination with frame selection tech-

niques, we were unable to scale our experiments further.

6. Results for Librispeech dataset follow a similar trend and can be viewed in Extension file Section 1.3.2.
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Thirdly, we use metrics WER, PESQ score for Similarity, Success Rate and attack De-

tection Score in our evaluation of adversarial examples. These metrics have been used

separately in other related work [100, 101, 2, 102] which led to their selection in our experi-

ments. We have also tried Cosine Similarity of MFCC features in place of PESQ score and

the trends were similar between the different techniques in SPAT. The choice of metrics for

evaluating adversarial examples in this field have not been standardised and there is a range

of metrics across several papers. We have tried our best to capture several metrics in our

evaluation to avoid bias along any one dimension.

There is a limitation observed in this study concerns the relationship between attack success

and the perceived “realisticness” of the resulting transcription. High word error rates (WER) do

not necessarily indicate that adversarial outputs are meaningful. In some cases, attacks led to

nonsensical word sequences which counted as successful under WER-based evaluation but

would be implausible in realistic scenarios. Conversely, other attacks produced transcriptions

that remained semantically coherent, and thus more realistic from a user perspective, despite

achieving lower WER.

This trade-off suggests that robustness evaluation should not rely solely on quantitative met-

rics such as WER, Similarity, or Success Rate. Instead, semantic plausibility must also be

considered, for example through perceptual assessment or task-oriented evaluation, to cap-

ture how attacks would be experienced in practice.

3.7 Conclusion

This chapter has addressed RQ1: How do Automatic Speech Recognition (ASR) sys-

tems behave under adversarial perturbations, and what does this reveal about their

robustness in real-world deployment? To answer this question, we introduced SPAT, a psy-

choacoustically motivated adversarial framework that generates perturbations which remain

largely imperceptible to human listeners while substantially degrading recognition accuracy

across both open-source and commercial ASR systems.

We proposed a blackbox untargeted adversarial attack generation technique for ASR using

frequency masking to make the adversarial audio sound similar to the original while producing

a change in the transcription. Our framework, SPAT, provides three attack generation options

– GL, OP and DE. We also provide the option of selectively introducing perturbations to a

small fraction of audio frames using three frame selection options — Random, Important

and All. Evaluation of our techniques over three ASR and two audio datasets showed that

our techniques can be effective at achieving high WERs (average of 44% with OP+All) while

also achieving high Similarity (average of 3.93 with OP+Important). The choice in attack

generation and frame selection helps achieve a good balance between these two metrics, with
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DE attack generation and Important frames achieving the best trade-off. We also confirmed

that our techniques were portable across ASR and superior to existing whitebox targeted

technique [3] and blackbox untargeted technique [2] in terms of WER, Similarity, Suc-

cess Rate, Time and Detection score.

Beyond these quantitative findings, the results highlight several important concerns for ASR

developers. First, robustness cannot be inferred from performance on clean test data alone;

systems that appear accurate in standard evaluations may still be highly vulnerable to ad-

versarial manipulation. Second, the imperceptibility of the perturbations underscores the po-

tential for real-world misuse: users may not detect that inputs have been manipulated, even

though outputs are corrupted. Third, our analysis of the trade-off between attack success

and perceptual realism suggests that evaluation should go beyond binary success rates and

incorporate whether modified transcriptions retain semantic plausibility.

Taken together, this chapter demonstrates that adversarial robustness is a challenge for speech

AI. Addressing RQ1, we show that current ASR systems remain fragile under imperceptible

perturbations, reinforcing the need for adversarial evaluation and robust defence strategies in

both research and deployment contexts.



Chapter 4

Explainability: Post-hoc Explanation

on ASR

Having investigated the robustness of ASR systems under adversarial perturbations in the last

chapter, we now turn to another core concern in speech AI: explainability. While robustness re-

veals how models behave under input manipulations, explainability addresses whether users

can understand and assess the system’s outputs. This transition is not only technical but also

reflects broader concerns about the transparency and accountability of AI systems—issues

that are increasingly emphasized in regulatory frameworks, as discussed in the Chapter 1.

In line with these considerations, this chapter explores post-hoc explainability in the context

of ASR. We focus on realistic usage scenarios where users interact with commercial ASR

APIs as black boxes, with no access to model internals. To support interpretation under such

constraints, we apply a suite of post-hoc methods—LIME [34], SFL [35], and Causal [36]—that

rely solely on input-output behavior. Our goal is to examine whether these tools can highlight

the parts of the input audio responsible for a given transcription, thereby offering explainable

insights into model decisions and supporting trust in ASR systems deployed in practice.

At the time of this work, explainability research in ASR largely involved direct adaptations of

methods from vision and text, such as LIME. These methods could identify influential input

regions but did not account for the temporal and acoustic structure of speech. The novelty

of this chapter is in adapting perturbation-based attribution methods specifically for ASR, in-

troducing speech-aware perturbation strategies and systematically analysing their behaviour.

This represents one of the first targeted studies of post-hoc explainability in ASR, extending

the scope of XAI beyond the visual and textual modalities where it was predominantly focused.

The structure of this chapter includes a brief introduction, methodology, experiments, results

and analysis, and a concluding discussion.

56
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4.1 Introduction

Given the prevalence of ASR in our daily lives, concerns over their quality and accountability

have become particularly important. The complex and often opaque nature of neural network-

based ASR systems [104] makes it challenging to ensure their quality. We focus on improv-

ing ASR quality assessment by offering explanations for specific transcriptions, which can

enhance our understanding of the ASR and potentially help identify and correct the faults

causing transcription failures, as well as support the accountability process. This is in line with

Madsen et al. [37], who state, “While some issues can be partially mitigated by robustness

and fairness metrics, it is often impossible to consider all failure modes. Therefore, quality

assessment should rely on model explanations."

XAI techniques1 have seen rapid development over the past five years. These methods are

widely applied in classification tasks, such as image classification [60, 61, 62, 34, 63, 36] in

computer vision or sentiment analysis in natural language processing (NLP) [64]. For instance,

in image classification, XAI methods identify the pixels most critical to the model’s prediction.

For a “cat" label, these pixels often highlight regions such as the eyes, whiskers, or ears.

Similarly, in sentiment analysis, a sentence like “This exam is quite difficult,” classified as

"Negative," can be analyzed to determine the contribution of words like “difficult” and “quite”

to the prediction. A more comprehensive coverage of existing techniques can be found in

recently published surveys of XAI techniques [105, 106, 107, 108, 37]

In recent years, similar explanation techniques have also been adapted on speech-AI tasks.

For example, Wu et al. [109] analyzed the importance of speaker attributes, such as gender

and age, in speaker verification systems, while Ben et al. [110] also explored the role of hand-

crafted features like F0 and format in speaker recognition tasks. These methods have also

been applied in tasks like accent classification [111], emotion classification [112, 113], hate

speech detection [114] and speech-based health diagnostics [115].

However, these existing techniques are largely confined to classification tasks, where an entire

input sequence is associated with one single output label. For sequence-to-sequence models,

where both the input and output are variable-length sequences, explanation techniques often

focus on the internal mechanisms of neural networks to analyze how specific information is

processed across layers, rather than identifying which parts of the input are most responsible

for the output. In the field of NLP, research on large language models like GPT has explored

the semantic roles of individual neurons at various layers [116, 117]. Similarly, in the context of

ASR models, efforts have been made to uncover how these systems process speech inform-

ation. For instance, [118] developed time-independent Neuron Activation Profiles (NAPs) to

represent the activation patterns of neurons for specific input groups. Clustering these profiles

1. Our focus is specifically on post-hoc explainable methods, which provide explanations after the model has
been trained.
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has demonstrated that different types of input (e.g., phonemes, syllables) trigger distinct

patterns across layers, highlighting how layers specialize in extracting certain speech features.

Another study [119] aggregated feature maps after ReLU activations in each transposed

convolutional layer, producing interpretable time-series representations that reveal the types

of speech features encoded at each layer. This approach provided insights into how different

speech characteristics, such as pitch or formants, are captured progressively through the

network. Despite these advancements, such techniques face two key limitations. First, they

are highly dependent on specific white-box models and neural network architectures, limiting

their generalizability to other models. Second, they do not explain how the ASR system

generates its variable-length transcription from the input speech.

Compared to classification tasks, transcriptions pose greater challenges for explanation due

to two primary reasons. First, most interpretable machine learning techniques are inher-

ently unsuitable for variable-length outputs. Second, while single-label classifications allow

for straightforward correctness checks, evaluating transcription accuracy requires complex

semantic comparisons, where minor deviations in wording may still yield acceptable results.

Addressing these challenges requires new methods capable of generating meaningful explan-

ations for transcription tasks without relying on the internal architecture of the ASR models.

To explain ASR transcriptions, we first propose a method to categorize them as either Correct

or Incorrect by assessing the degree of similarity between the ASR output and the desired

transcription. After this, we aim to provide an explanation for the transcription by identifying a

subset of audio frames from the input that are directly responsible for the output. It’s important

to clarify that, in this context, frames refer to raw data segments along the time dimension

and should not be mistaken for frames derived from features such as MFCCs in the frequency

or cepstral domains. To provide explanations, we adapt existing XAI techniques from image

classification - LIME [34] SFL [35], and Causal [36].

In this chapter, we conduct large-scale experiments using 1,000 samples from the Common-

Voice dataset [90] and additional 1000 samples from the TIMIT dataset [39].

We evaluate the quality of explanations from different techniques in terms of their size and

consistency between different ASRs – Deepspeech [28], Sphinx [29] and Google [30]. We

found SFL and Causal explanations did well on all three ASR systems with respect to size

and consistency.

Source code for X-ASR and examples from our experiment are available at https://anonymous.

4open.science/r/Xasr-6E11.

https://anonymous.4open.science/r/Xasr-6E11
https://anonymous.4open.science/r/Xasr-6E11
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4.2 Post-hoc Perturbation-Based Explainability Methods: A Uni-

fied Framework

The fundamental concepts and representative techniques of explainability were introduced

earlier in Chapter 2. We also presented a unified framework for perturbation-based post-hoc

methods in Chapter 2.3.2. That framework formalized the common steps shared by methods

LIME, SFL, and Causal.

In this section, we will briefly revisit several representative explainability methods and the

unified perturbation-based framework introduced in Chapter 2.

Explainable AI (XAI) techniques aim to increase trust in machine learning models by providing

rationale for model decisions. However, the majority of XAI research has focused on classific-

ation tasks in image recognition and natural language processing fields. None of the existing

techniques considers sequence outputs as seen with ASR transcriptions. The focus of this

chapter is on post-hoc methods as these can be applied in settings with an existing prediction

model. It is worth noting that the existing explanation methods can be divided broadly into

either, perturbation-based or gradient-based. Perturbation-based methods perturb the inputs

in the neighbourhood of a given instance to observe effects of perturbations on the model’s

output. Changes in the outputs are attributed to perturbed inputs and used to estimate their

importance for a particular instance. Perturbation-based methods are black-box that do not

consider model structure and can be easily applied to any model. On the other hand, gradient-

based methods inspect DNN architecture and parameters to compute the contribution of

all input features through a forward and backward pass through the network. Examples are

Integrated Gradients in [60], DeepLIFT in [62], Grad-CAM in [61]. We do not consider gradient-

based explanation techniques as they are white-box, requiring information on the DNN archi-

tecture and parameters. Many of the commercial ASR do not reveal their inner workings, so a

white-box explanation technique is not easily applied. On the other hand, perturbation-based

techniques being black-box are more generally applicable to any model, and we consider

these in our work.

Perturbation-based methods share a common framework centered on modifying the input and

observing how these changes affect the model’s predictions. The general workflow includes

four key steps:

• Generate Perturbations: Modify specific parts of the input to create variations.

• Classify Mutants: Test the model on these modified inputs and record how the predic-

tions change.

• Quantify Importance: Analyze how each modified part impacts the output to determine

its importance.

• Construct Explanation: Use the importance scores to rank input parts or find the

smallest set of input parts needed to reproduce the output.
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Among a lot of perturbation-based techniques, we selected three techniques: LIME [34],

SFL [63] and Causal [36]. Their primary differences lie in how they handle the third step of

quantifying importance. Below, we briefly describe their key characteristics in this step and

the reasons for choosing them.

• LIME quantifies importance by approximating the model’s local behavior using a simple,

interpretable model, such as a linear model. The parameters of this surrogate model are

treated as importance scores. LIME is widely used due to its simplicity and flexibility,

often serving as a baseline method in explainability studies. Its broad adoption and

straightforward design made it a natural starting point for our work.

• SFL starts to use statistical fault localization methods to compute importance. Instead of

relying on a surrogate model, the SFL assigns importance scores based on statistical

measures. This approach provides greater results in explanation size, accuracy, and

speed, which inspired us to select it.

• Causal methods are grounded in causality theory [71], leveraging principles of cause-

and-effect relationships to identify input components responsible for changes in the

model’s output. This theoretical foundation provides robust explanations, making it an

essential and complementary approach in our work.

The technical details are shown in the background chapter 2.3.2.

4.3 Methodology

Applying explainability techniques such as LIME, SFL, and Causal to ASR models presents

two major challenges:

• These methods are designed for tasks where models output a single label. However,

ASR models produce sequences of varying lengths.

• SFL and Causal are developed for fixed-size image inputs, whereas audio inputs are

variable in length.

To address these challenges, we propose X-ASR, a framework that generates explanations

for ASR transcriptions through a two-step process:

1. Classify: We evaluate ASR transcriptions against a reference transcription using simil-

arity metrics. This enables the use of perturbation-based methods by assigning binary

correctness labels based on prediction changes.

2. Adaption: We extend SFL, Causal, and LIME to handle audio inputs by introducing

speech-specific adaptations to variable-length audio, designing perturbation strategies

that mask audio frames instead of pixels,

The following sections show the details.
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4.3.1 Classifying ASR Transcriptions

Unlike in classification tasks, where it is relatively simple to determine whether an output

label is Correct (matches the expected label) or Incorrect, assigning a binary label to ASR

transcriptions is more complex. An ASR transcription may differ from the expected result but

still be considered acceptable. For example, if the expected transcription is “I’d like an apple"

and the ASR outputs “I like apple", we might still judge the transcription as correct. Evaluating

the correctness of an ASR transcription often involves human judgement, taking into account

small variations from the expected output.

To address this issue, we assign Correct or Incorrect labels to ASR transcriptions based on

their similarity to the expected transcription, using a user-defined threshold, T . If the similarity

to original transcription is higher than the threshold T , then the perturbed audio transcription

is marked as Correct, and Incorrect otherwise.

Our framework, X-ASR, supports two similarity metrics:

1. Bert - We compute semantic vectors for the original and perturbed audio transcriptions

using Sentence Bert [120]. We then report similarity between them as the Cosine

similarity between the two vectors, similar to [120],[121] and [122].

2. Word Error Rate(WER) - We use WER to compare two transcriptions based on the

number of insertions, deletions and substitutions compared to total words in original

transcript ( [100, 101]).

4.3.2 Adapting Explanations for ASR

We adapt three explainability techniques—SFL, Causal, and LIME—for ASR tasks by redefin-

ing their perturbation strategies to handle audio-specific input characteristics. SFL and Causal

are all designed for image inputs, which are fixed-size 2D grids of pixels, audio signals are

sequential and variable in length, requiring unique adaptations for input segmentation and

mutation generation.

Adapting SFL Explanations The original SFL method creates mutants by masking chosen

pixels in fixed-size 2D images, filling them with a neutral background (typically gray). Each

pixel holds a single intensity value, making this straightforward in the image domain.

For ASR, we reinterpret pixels as audio frames, where each frame contains a vector of values

rather than a single value. Masking a frame involves replacing all its feature values with zeros,

effectively creating a silent frame in the audio.

Adapting Causal for ASR The original Causal explanation method is also designed for two-

dimensional image inputs, where the input is partitioned into non-overlapping regions by

selecting two random points along each dimension. These points define two perpendicular

cuts, dividing the image into four disjoint regions. Each region is evaluated independently to

determine its contribution to the model’s output.
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For audio inputs, which have only one temporal dimension, we adapt this process by redefin-

ing the partitioning strategy:

1. We randomly select three distinct time points within the audio sequence, ensuring they

are mutually different and within the valid time range.

2. These indices partition the audio into four disjoint regions: frames before the first index,

frames between the first and second indices, frames between the second and third

indices, and frames after the third index.

3. Each of these regions is treated as a separate evaluation unit, analogous to the regions

formed in the original Causal.

The masking strategy for each region follows the same approach described in the SFL adapt-

ation.

This adaptation maintains the original method’s logic while accommodating the sequential

structure of audio data.

Adapting LIME Explanations LIME is designed to just output the importance ranking of ele-

ments in our case, and this ranking is considered a LIME explanation. Inspired from minimal

and sufficient explanations in SFL and Causal, we construct LIME explanations using a greedy

approach that starts from the top ranked frame, and then adds frames in the rank list iteratively

to the explanation until classification of the explanation is correct with respect to the original

audio transcription. We use these potentially smaller LIME explanations in our experiments in

Section 4.5

4.4 Experiments

We evaluate the explanations generated for ASR models using three quality metrics that are

described below. We use three different ASR – Google API [30] (referenced as Google in the

results), baseline model of Sphinx [29] and Deepspeech [28]) 0.7.3 version – and 1000 audio

samples from CommonVoice dataset [90] and 1000 audios from Timit dataset [39]. Within

X-ASR, we evaluate three explanation techniques mentioned in Section 4.3, namely, SFL,

Causal, LIME, with two similarity metrics (Bert and WER) used to classify transcriptions

from perturbed inputs. We use the default setting for every ASR.

We use the following parameters in our experiments: an audio sampling rate of 16000Hz,

frame length of 512. For SFL, Causal and LIME, the mutation factor is 0.05 which determines

the proportion of frames to be randomly selected for each mutation. The size of the mutants

set is 100. For Causal, we run the experiments 3 times to get a reliable ranking of frames.

For similarity metrics, classification threshold for Bert is 0.5 and for WER is 0. We choose a

zero threshold for WER to emulate strict classification. Additionally, we investigate the effect of

choosing other classification threshold values for the similarity metrics and report our findings

in Section 4.5.
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Quality Metrics for Explanations: We use two previously used quality metrics from image

classification explanations [123, 35] to compare and contrast explanations over three ASR,

namely, size and consistency.

Size We use size of the explanation as number of frames in the explanation versus the

input audio. When size is smaller, the quality of the explanation is better as it indicates the

technique is more selective in identify key frames contributing to the output. If a technique

selects majority of the input audio frames, it is not very helpful in interpreting or understanding

the rationale for model output. We compare size of explanations across different explanation

techniques for every input audio sample.

Consistency The consistency metric assesses the degree to which similar explanations are

generated from different ASR for a given audio sample. Since transcriptions for an input audio

are fairly consistent across ASR, we expect explanations to also remain consistent. However,

explanations from different ASR may vary due to the variance of certain explanation methods.

We assess the consistency of explanation methods using Google ASR as the reference and

calculate the fraction of frames that stay the same in explanations generated with other ASR,

namely Sphinx and Deepspeech. Based on this definition, consistency is between 0 and 1,

and a higher consistency in explanations across ASR is desirable.

4.5 Results and Analysis

(a) Google
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(b)

Sphinx

(c)

Deepspeech

Figure 4.1: Size of explanations using SFL and Causal against LIME using each of two
similarities on three different ASR systems, using 1000 samples from the CommonVoice
dataset.



4.5. Results and Analysis 65

(a) Google

(b) Sphinx
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(c) Deepspeech

Figure 4.2: Size of explanations using SFL and Causal against LIME using each of two
similarities on three different ASR systems, using 1000 samples from the TIMIT dataset.

SFL Causal LIME
Bert 0.80 0.63 0.89Consistency

(Google-Sphinx) WER 0.97 0.98 0.96
Bert 0.69 0.56 0.88Consistency

(Google-Deepspeech) WER 0.95 0.97 0.96

Table 4.1: Consistency(with respect to Sphinx or Deepspeech) of explanations generated by
three explanation methods across two similarity metrics using Google ASR and 1000 samples
from CommonVoice dataset.

SFL Causal LIME
Bert 0.76 0.61 0.84Consistency

(Google-Sphinx) WER 0.97 0.98 0.97
Bert 0.78 0.62 0.82Consistency

(Google-Deepspeech) WER 0.97 0.98 0.97

Table 4.2: Consistency(with respect to Sphinx or Deepspeech) of explanations generated by
three explanation methods across two similarity metrics using Google ASR and 1000 samples
from Timit dataset.
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Threshold SFL Causal Lime
0.25 0.50 0.30 0.50
0.5 0.59 0.44 0.63Bert
0.75 0.66 0.58 0.73

0 0.86 0.93 0.86
WER

0.5 0.70 0.68 0.66

Table 4.3: Size of explanations generated by three explanation methods across two similarity
metrics using Google ASR and different thresholds.

Threshold SFL Causal Lime
0.25 0.68 0.24 0.57
0.5 0.78 0.46 0.80Bert
0.75 0.94 0.78 0.94

0 0.97 0.95 0.91
WER

0.5 0.90 0.76 0.86

Table 4.4: Consistency(with respect to Sphinx) of explanations generated by three explanation
methods across two similarity metrics using Google ASR and different thresholds.

All three techniques in our method, SFL, Causal, LIME, successfully generated explana-

tions for every input audio across the CommonVoice and TIMIT datasets and for all three ASR

models. This section presents a detailed evaluation of SFL, Causal, LIME, focusing on size

and consistency of explanations. Results are analyzed separately for the CommonVoice and

TIMIT datasets, with an additional look at the influence of threshold settings.

4.5.1 Size of Explanations
Figures 4.1 and 4.2 illustrate the size of explanations generated by the different techniques

across three ASR models on 1000 samples each from the CommonVoice and TIMIT datasets,

respectively.

Across all datasets and ASR models, we find that Causal outperforms LIME with the Bert

similarity metric by producing significantly smaller explanations (a statistically significant

difference confirmed via one-way ANOVA followed by post-hoc Tukey’s test [124]). This is due

to Causal’s approach, which not only accounts for output changes after masking a region

but also considers the number of other regions affected by masking. Additionally, Causal

generates smaller explanations than SFL (statistically significant) due to its stricter causal-

theory conditions in assigning region responsibility.

Additionally, when we fix the similarity metric and explanation method, Google ASR consist-

ently generates the smallest explanations compared to other ASR models. For example,

on the TIMIT dataset with the Bert similarity metric, LIME generates explanations with a

size of only 0.44 on Google ASR, significantly smaller than the sizes of 0.76 on both

Sphinx and Deepspeech. This outcome suggests that Google ASR is able to derive accurate

transcriptions from fewer frames compared to Sphinx and Deepspeech.
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Finally, there is a difference in explanation size based on the similarity metric. WER generates

larger explanations than Bert due to WER’s strict intolerance for transcription differences,

which results in more perturbations satisfying the condition for output classification changes.

Bert, with a threshold of 0.5, allows for minor transcription variations, producing smaller

explanations. Raising the threshold for WER similarly yields more concise explanations.

Experiments with other thresholds in both metrics followed a similar trend, with results

presented later.

4.5.2 Consistency
Table 4.1 and Table 4.2 show the consistency of explanations between Google ASR and

Sphinx (rows highlighted in pink) and Google and Deepspeech (rows highlighted in yellow) on

samples of 1000 from CommonVoice, and 1000 from TIMIT, respectively.

In most cases, we find that LIME and SFL achieve similar consistency, with both being more

consistent than Causal under the Bert similarity metric on both ASR pairs. For example,

on the TIMIT dataset in Table 4.2, for the Google-Deepspeech comparison using Bert,

LIME achieves a consistency of 0.84, while SFL reaches 0.78—both considerably higher

than Causal’s 0.61. Causal, on the other hand, is most consistent with the WER similarity

metric, which can be attributed to its consistently larger explanation size. The same pattern is

observed for LIME explanations when they are larger in size.

These results demonstrate that size and consistency are often conflicting metrics. We find

that SFL with the Bert metric offers a good balance between the two, providing both concise

and reasonably consistent explanations.

4.5.3 Impact of Different Threshold
To explore the impact of different thresholds, we randomly select 20 samples from Com-

monVoice dataset due to the time-consuming nature of the experiments and generate their

explanations at varying thresholds. We then evaluate these explanations using the two metrics

outlined in the paper: size and consistency.

For Bert, we test thresholds of 0.25, 0.5, and 0.75. With Bert, A higher threshold demands

greater similarity between transcriptions to classify them as Correct, making the classification

stricter. In contrast, for WER, we explored thresholds of 0 and 0.5. A higher threshold in this

case relaxes the similarity requirement, allowing for more lenient classifications.

Table 4.3 shows the size of explanations generated by the different techniques across

similarity metrics under various threshold settings. We find that across similarity metrics, a

lower similarity requirement for correct classification results in smaller explanation sizes. For

Bert, a threshold of 0.25 produces the smallest explanations, while for WER, this threshold is

0.5.

It is worth noting that changes in threshold do not affect the relative performance of the

explanation techniques. For instance, Causal consistently generates smaller explanations

than SFL and LIME across all tested Bert thresholds.
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Table 4.4 highlights the consistency of explanations between Google ASR and Sphinx under

these thresholds. Stricter thresholds, such as Bert at 0.75, improve consistency across

systems, aligning with the larger explanation sizes observed in Table 4.3. This suggests that

higher thresholds enhance stability.

In summary, stricter thresholds produce larger and more consistent explanations, while

relaxed thresholds reduce explanation size at the cost of stability.

4.6 Conclusion
This chapter examined the application of perturbation-based post-hoc explainability methods

to ASR, addressing RQ2: How effective are post-hoc explainability methods when

applied to speech AI, particularly ASR, and how can their reliability be systematically

evaluated? We proposed the first framework, X-ASR, which supports three representative

techniques: SFL, Causal attribution, and LIME. The results showed that SFL and Causal

produced more compact and consistent explanations than LIME, while all three techniques

achieved low redundancy. Stability and consistency metrics indicated that explanation quality

was sensitive to the choice of similarity measure, with WER-based similarity favouring larger

but more stable explanations. These findings represent one of the first systematic analyses of

post-hoc explainability in the speech domain.

Several limitations should be noted. First, perturbation-based attribution is computationally

expensive, as each explanation requires multiple forward passes through the ASR model.

Second, explanation stability is sensitive to perturbation granularity and metric choice,

raising concerns about reproducibility. Third, the study focused only on portable perturbation-

based methods without leveraging ASR model internals, which restricts insights into model-

specific mechanisms. Finally, while these methods identify influential acoustic segments, they

provide limited information about higher-level linguistic or prosodic features, constraining their

interpretability for end users.

Despite these limitations, the results provide a foundation for systematically evaluating

explainability in ASR.



Chapter 5

Explainability: Phoneme-Level

Validation of ASR Explanations

Building on the previous chapter, where we applied post-hoc explainability techniques

to black-box ASR systems, we observed that while these methods can provide intuitive

interpretations, they often lack objective validation. In particular, it remains unclear whether

the highlighted segments identified by explanation methods truly correspond to phonetic

regions critical for recognition. This chapter addresses this gap by introducing a phoneme-

level validation framework to assess the reliability of explanations. The chapter is structured

as follows: we begin with an introduction, followed by methodology, experimental setup, results

and analysis, and conclude with a summary of key findings.

The novelty of this chapter lies in proposing a structured evaluation methodology that connects

post-hoc explanations to phoneme recognition performance, thereby enabling quantitative

assessment of explanation faithfulness. By grounding evaluation in speech-specific tasks, this

chapter establishes one of the first systematic approaches to benchmarking XAI in ASR.

5.1 Introduction
Although current explanation techniques have significantly advanced our understanding of

DL model predictions, the reliability of these explanations has been largely overlooked.

Some recent studies [125, 126] have demonstrated the limitations of current XAI techniques.

For instance, [125] applied three different XAI techniques on a CNN-based breast cancer

classification model and found the techniques disagreed on the input features used for the

predicted output and in some cases picked background regions that did not include the breast

or the tumour as explanations.

Literature on evaluating the reliability of XAI techniques is still in its nascency and can be

broadly divided into two branches - (1) Studies that assume the availability of expert annotated

ground truth, maybe in the form of bounding boxes for images, to evaluate the accuracy of

explanations [127, 128, 129, 130] and (2) research that uses the idea of removing relevant

70
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(or important) features detected by an XAI method and verifying the accuracy degradation of

the retrained models [131, 132, 133, 134, 135]. The first category requires human-annotated

ground truth for evaluation while the second category incurs very high computational cost to

verify accuracy degradation from retraining the models.

Research on explanations for ASR is still in its early stages. We modified image-based

explanations for speech input in ASR, but the validity of the explanations was not evaluated.

A key challenge in ASR is the absence of a clear mapping from words output to segments of

audio, owing to the fact that ASR outputs are generally influenced by surrounding words, not

just the immediate speech input.

Why Timit PR task?

In an effort to evaluate the reliability and trustworthiness of explanations in the ASR context,

we use the TIMIT [39] Phoneme Recognition (PR) task using the standard recipe from

the Kaldi toolkit [38], as a simple but basic controllable task that is predictable with a

phoneme language model with ground truth in the form of manual labeling and segmentation

at the phomeme level. At this early stage, we believe it is important to properly validate the

technique, and such detailed ground truth labelling – not found in any other data set – is

essential for evaluating both the quality and reliability of the explanations generated.

We generate explanations for the PR system via LIME [34], a renowned XAI method designed

for images. It employs a linear regression model to locally approximate the black box DL

model’s prediction. We chose LIME due to its local perturbation approach, aligning with our

belief that PR models exhibit local effects: phonemes are primarily influenced by adjacent

phonemes, not distant ones.

To adapt LIME to produce explanations for the TIMIT PR task, first, we classify every

phoneme in a PR transcription as correct or incorrect based on comparison with the expected

transcription. Second, we apply LIME to generate explanations for each phoneme in the

transcription using input speech perturbations. Third, we improve performance of LIME by

focusing perturbations of the input audio to be within a limited window around the phoneme

of interest using two LIME variations, LIME Window Segment(LIME-WS) and LIME Time

Segment (LIME-TS). A segment refers to a distinct section within an audio and each of LIME-

WS and LIME-TS has its own definition of segment which is then used as the basic unit

of an explanation. We evaluate reliability of the basic LIME explanations and the variants,

LIME-WS and LIME-TS, for the TIMIT PR task on Kaldi using the ground truth labelling of

the TIMIT dataset. We found explanations with LIME-TS are the most reliable for the TIMIT

Phoneme Recognition task using Kaldi, capturing the ground truth 96% of the time in the top

three segments of the explanation. LIME-TS outperforms LIME and LIME-WS by up to 44.8%

and 17% on All speakers, respectively. Source code for X-PR and examples are available at

https://anonymous.4open.science/r/X-PR-4560.

https://anonymous.4open.science/r/X-PR-4560
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5.2 Methodology

Figure 5.1: An outline of generating an explanation for a phoneme appearing in the output
transcription.

Figure 5.2: Different segmentation used by (LIME-WS,LIME) and LIME-TS.

Motivation

Phoneme recognition systems, especially those based on complex algorithms, often function

as a black box, making their decision-making opaque. For example, if a system misidentifies

the phonemes ‘b’ and ‘p’ in words like ‘bat’ and ‘pat’, the developers need to understand

why. Explanation techniques are designed to clarify such confusions, offering insight into the

system’s decisions. This not only helps in refining the system but also builds developer and

user trust.

What is an Explanation for a Phoneme?

Taking cues from existing explanation methods helps us understand how to design

explanations in other domains. In image tasks, models often highlight the areas of eyes,

to explain why this image is labeled as a face. Similarly, for PR, an explanation should

pinpointing key frames of speech for recognizing a phoneme. For example, as shown in the

Figure 5.1, we have an input audio (divided into segments available in TIMIT) , alongside its

original transcription. For the phoneme ‘d’ which appears in the transcription, the explanation
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is the importance ranking of segments in the audio. The higher the rank, the more crucial that

segment is for recognizing ‘d’. As shown in the Figure 5.1, the second segment emerges as

the most important or the highest ranked for the phoneme ‘d’.

A general Framework of generating an Explanation:

Figure 5.1 presents a high level overview of generating an explanation for a phoneme in the

transcription output. We start with an input audio and its segments. We then perturb the audio

by masking out segments randomly. To clarify, masking is done by setting the sample points

of chosen segments to zero, creating silent intervals in the audio. In Figure 5.1, segments

shaded in black within each mutant are the ones that have been masked. For the phoneme of

interest, ‘d’ in Figure 5.1, we compute the importance ranking of segments in the audio as an

explanation for ‘d’ which is based on the effect of the perturbations on the phoneme output. It

is worth noting that when the segment corresponding to phoneme ‘s’ is masked (see the first

mutant), we find the adjacent phoneme ‘d’ is wrongly recognized as ‘dh’. This is because the

phoneme ‘d’ is affected when neighboring segments are masked.

We delve deeper into the LIME explanation approach and its variants, LIME-WS and LIME-

TS, later in this section. To apply the LIME technique, we first need to treat the PR task

as a classification task. To do this, we attach 0 or 1 label to every phoneme in the output

transcription by aligning and comparing it with the expected transcription that is available in

the TIMIT dataset. We implement classification of each phoneme output with the NIST sclite

scoring tool1.

5.2.1 Explanations using LIME and its variants for PR
In this section, we start by describing the base case which is a straight forward adaptation of

LIME to work on the PR task. We then describe our variants, LIME-WS and LIME-TS, that

applies perturbations to segments within a fixed window.

Base LIME Explanations:

LIME, proposed in [34], is a black-box XAI technique that can be applied to any model without

requiring information on its structure. Given a complex neural network (NN) model f (x) that

takes in an input x and produces an output y, the goal of LIME is to mimic the behavior

of a complex model f (x) with a weighted linear regression model g(x) in the local area of

a specific instance of interest x. The weighted linear regression model g(x) is defined as

g(x) = w0 +w1x1 +w2x2 + ...+wdxd , where w0 is the intercept term, w1 to wd are the weights

assigned to each feature, and x1 to xd are the feature values of the instance x. Among them,

w1 to wd denote the importance score of each feature. For the PR task, the equation is defined

as:

gP(x) = w0 +w1x1 +w2x2 + ...+wdxd (5.1)

1. https://github.com/usnistgov/SCTK

https://github.com/usnistgov/SCTK
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The complex NN model f (x) is the Kaldi system. P refers the positional index of the phoneme

to be explained in the original output. As shown in the Figure 5.1, the specific instance x is

the input audio, ‘d’ is the phoneme output to be explained and P is 2. To fit gP(x) and get w1

to wd , LIME needs several perturbed instances of x and their outputs. As shown in the right

side of the Figure 5.1, mutants of the original audio x are created by masking out segments

randomly. Input features x are the segments. Values of features x1 to xd in the mutant are 1

or 0, where 1 means that the segment at this position has not been masked while 0 implies

the segment is masked. For example, in the Figure 5.1, for the uppermost mutant, the third

segment has been masked. Consequently, the value of x3 is set to 0, with all other feature

values being 1.

For each mutant mi, we align its transcription against the original (unmasked) output

transcription, y. All transcriptions are from the trained Kaldi. After alignment, we may find

some phonemes match the original output transcription while some others are incorrect.

For those correct phonemes, the output of mi - represented as f j(mi) - will be 1 while for

others, f j(mi) will be 0. j refers the index of the positional index of phonemes in the original

transcription. Continuing with the example of the uppermost mutant, denoted as m1, we

observe the following: ‘d’ to be explained (at the second position) has been wrongly identified

as ‘dh’. Therefore, we have f 2(m1) = 0, which is also the f P(m1). Similarly, the fourth element,

‘w’, remains unaltered, resulting in f 4(m1) = 1. Then, the LIME model will compute how the

masked segment in each of the mutants affects the output phoneme ‘d’ (bounded with a green

box in the Figure 5.1). If the masked segment changes the output phoneme ‘d’ at that position,

then it will have a high ranking (aggregated over many mutants with masked segments).

Using the mutants and the associated binary labels f P(mi) after alignment to original

transcription, LIME will start to fit gP(x) using the locally weighted least squares objective

function, which is defined as:

L(g)P = ∑
n
i=1 εi( f P(mi)− gP(mi))

2(5.2) In this equation, n is the number of mutants and εi

is a weight assigned to each mutant mi that reflects its closeness to the audio of interest

x. It is computed as the cosine similarity between the instance x and the mutant mi,

which is εi =Cosine_Similarity(x,mi). The weights w1 to wd in the fitted linear regression

model, gP(x), indicate the importance score of different audio segments for the selected

output phoneme. We treat the ranking of segments based on their importance score as the

explanation for each phoneme, as shown in Figure 5.1.
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Segment-based LIME with a sliding window (LIME-WS):

In Base LIME, mutants for the original audio x are created by masking random segments.

However, given the local nature of PR task, distant audio segments likely will not impact the

phoneme in focus. Considering this, removing ineffective mutants can optimize computation.

To realize this idea, we use a fixed length sliding window during the generation of perturbations

for LIME explanations. The sliding window slides from left to right one segment at a time.

Within the range delimited by the sliding window, a pre-determined number of segments

are randomly chosen for masking, while keeping the segments outside the sliding window

unchanged. We hypothesize that focusing on perturbations within this sliding window will

result in higher quality explanations. Other steps in LIME-WS for fitting the linear regression

model remain the same as LIME.

Time Segment-based LIME with a sliding window (LIME-TS):

LIME and LIME-WS employ audio segmentation from the TIMIT dataset, segmented by

linguistic experts. However, manual segmentations might be absent in common datasets

like Librispeech and Common voice[90]. To overcome this challenge and generalize the

applicability of our segment-based explanation technique, we investigate a method to split

audio into uniform, non-overlapping segments via timestamps. Figure 5.2 contrasts the audio

segmented from TIMIT and by timestamps. We split the audio into 70ms segments (to remain

comparable with average length of manual segments), but this can be changed based on user

choice.

5.3 Experiments
We evaluate the reliability of explanation techniques using the TIMIT PR model from Kaldi. For

generating explanations, we choose the TIMIT dataset owing to the ground truth mapping of

phonemes to input speech and details like speaker’s gender. We generated explanations for

all 630 speakers using their shared ‘SA1’ sentence. This uniform sentence allows comparison

of explanation techniques across different demographics, focusing on the impact of factors

like gender.

5.3.1 Validity Metric
The validity metric evaluates the reliability of the three explanation methods – LIME, LIME-WS,

and LIME-TS. The metrics are defined as validity1 =
N1
N , validity3 =

N3
N , and validity5 =

N5
N ,

where N is the total number of phonemes, N1 is phonemes with the top-ranked segment

matching the ground truth, while N3 and N5 represent phonemes where the ground truth is

within the top 3 and 5 ranks, respectively. For all three metrics, higher is better.
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5.4 Results and Analysis

LIME / Random ranking LIME-WS / Random Ranking LIME-TS / Random Ranking
All Female Male All Female Male All Female Male

validity1 0.40/0.0 0.35/0.0 0.42/0.0 0.49/0.03 0.43/0.03 0.50/0.03 0.86/0.03 0.84/0.02 0.86/0.03
validity3 0.62/0.06 0.54/0.06 0.62/0.06 0.76/0.09 0.72/0.09 0.77/0.09 0.96/0.12 0.94/0.11 0.96/0.13
validity5 0.67/0.13 0.59/0.12 0.67/0.13 0.83/0.15 0.81/0.14 0.84/0.15 0.97/0.16 0.96/0.15 0.97/0.16

Table 5.1: validity1, validity3 and validity5 of explanations generated by three explanation
methods and randomly sorted method (Right side of every slash) across gender using Kaldi
PR.

Figure 5.3: The top five most frequently occurring transcription mistakes and their corresponding
frequencies on different groups. There are three substitution mistakes on the left of the dashed blue
line and two deletion mistakes on the right. For example, er → uw means that er is replaced by uw and
Xih means that ih is deleted.

5.4.1 Comparison of Explanation Techniques.
The three methods, LIME, LIME-WS, and LIME-TS, successfully generate explanations for

all audio samples in our dataset. In Table 5.1, we display the metrics validity1, validity3,

and validity5 for each technique across All speakers, and then segregated for Male and

Female speakers. To benchmark these results, we also present validity scores obtained from

random rankings—these values are shown after the / symbol in the table. It is evident that

all techniques are more trustworthy than random rankings across all metrics. For example, in

Table 5.1, LIME-WS scores 0.49, 0.76, and 0.83 across the validity metrics for All speakers,

greatly surpassing the scores of 0.03, 0.10, and 0.15 from random ranking. Both LIME and

LIME-TS also exceed the random ranking significantly, with the differences verified statistically

using one-way Anova followed by post-hoc Tukey’s test [124]).
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All Female Male
Segment Position
(Phoneme output)

Segment Position
(Phoneme output)

Segment Position
(Phoneme output)

8 (d) 8 (d) 34 (er)
9 (aa) 9 (aa) 8 (d)
34 (er) 7 (dcl) 32 (y)

Table 5.2: The top three important segments in LIME-WS explanation for the er → uw mistake
and the corresponding phoneme outputs in paranthesis with speaker groups All, Female and
Male.

From Table 5.1, we see that LIME-WS and LIME-TS consistently perform better than LIME

across all metrics for each speaker group. For example, on validity5 with All speakers, they

surpass LIME by 24% and 44.8% respectively. This outcome is in line with our expectations,

as the sliding window introduced in LIME-WS and LIME-TS ensures that perturbations are

restricted to a local range. This restriction enables the explanation technique to focus on

relevant segments as the influence of a phoneme is typically confined to a small number of

adjacent phonemes.

For LIME-TS versus LIME-WS, we find LIME-TS performs better than LIME-WS in all cases.

We verified this difference is statistically significant using one-way Anova and a follow-up

Tukey’s HSD test [124] at a 5% significance level. For example, LIME-TS outperforms LIME-

WS by 17% on validity5 over All speakers. LIME-TS utilizes fixed-length time segments as

the fundamental unit for generating explanations and additionally, LIME-TS segments are

slightly smaller than LIME-WS segments – 70 versus 78 ms. The corresponding ground truth

explanation in the original audio always overlaps with multiple LIME-TS segments(usually

2) which are considered equally significant. Conversely, LIME-WS uses manually labeled

audio segments as the unit of explanation that has a one to one correspondence with the

ground truth explanation. We believe the smaller LIME-TS segments for perturbation and the

validity measurement (top 1, 2 or 5 ranked segments) that considers ground truth overlapping

segments as equally important helps LIME-TS look more attractive than LIME-WS.

Overall, we find LIME-TS to be most reliable among the three explanation methods, capturing

the ground truth in 96% of the cases when considering the top 3 segments in the explanations.

Additionally, it is easily generalizable, owing to its use of time-based segments rather than an

expert labelled audio segment, as in LIME or LIME-WS.
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5.4.2 Male versus Female Speakers.
Table 5.1 shows that the validity scores for all three explanation methods are higher for

Males compared to Females. This is consistent with the fact that the TIMIT dataset, used for

training, contains 70% male speakers and only 30% females. Thus, Kaldi better recognizes

the nuances of male speech, even when both male and female speakers are uttering the same

sentence.

We explored the most commonly occurring transcription errors in the different speaker

groups. Figure 5.3 illustrates the five most commonly occurring transcription errors and their

corresponding frequencies across all three speaker groups. Except for the sh→ s substitution,

we observed significant variances in error frequencies between Female and Male speakers.

For example, the er → uw error is more prevalent among Male speakers (0.54) than Female

speakers (0.28). Using a Wilcoxon Signed Rank Test with a 5% significance level, we verified

that these error frequency differences between Males and Females are statistically significant.

Explanations can help investigate possible causes for difference in error frequencies between

genders. For instance, we examine the er → uw error. When comparing the LIME-WS

explanations for Male and Female speakers regarding this error, we notice distinct patterns.

Table 6.2 shows the three most recurring segments for this error. For Female speakers, these

segments frequently center around position 8. In contrast, Male speakers often have two of

their top three segments near position 34. Further analysis reveals the er → uw error appears

at two key locations in sentence SA1: position 6 (surrounded by phonemes ‘vcl’ ‘d’ ‘aa’) and

position 34 (adjacent to phoneme ‘y’). Among Female speakers, 64% of these errors align

with position 6, compared to 47% for Male speakers. This insight suggests potential areas for

model improvement, tailored to each gender. Overall, explanations serve as a valuable tool to

examine errors and compare speaker groups.

5.5 Conclusion
This chapter introduced a quantitative evaluation of post-hoc explainability in ASR by

grounding explanations in the Phoneme Recognition (PR) task, thereby further addressing

RQ2: How effective are post-hoc explainability methods when applied to speech AI,

particularly ASR, and how can their reliability be systematically evaluated? Using the

availability of ground truth phoneme alignments in TIMIT, we adapted LIME to speech and

proposed two variants, LIME-WS and LIME-TS. Controlled experiments showed that LIME-

TS was the most reliable, with the ground truth audio segment included in its phoneme-level

explanations in 96% of cases. These results demonstrate that PR provides a suitable testbed

for assessing explanation quality in a quantitative and interpretable manner.
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Nevertheless, this evaluation also has limitations. It is restricted to the PR task, which benefits

from frame-level ground truth alignments that are not available in more complex ASR tasks

involving language models and long-span dependencies. As such, while PR offers valuable

insights into the reliability of explanation methods, further work is needed to extend these

evaluations to end-to-end ASR systems and more realistic speech applications.

Taken together, the results of this chapter provide the first systematic quantitative evidence

of explanation reliability in ASR, reinforcing the broader conclusions of Chapters 4 and 5 and

establishing a foundation for future benchmarking of XAI in speech.



Chapter 6

Intrisic Explainable SV System

The previous two chapters 4 and 5 demonstrated that post-hoc explanation methods can

help identify input regions associated with ASR outputs. However, such methods remain

fundamentally limited: they operate externally to the model, offering insights into input-output

associations without revealing how decisions are formed internally. To address this limitation,

this chapter turns to intrinsic explainability—an approach that embeds interpretability into the

model architecture itself.

We select speaker verification (SV) as the target task for investigating intrinsic explainability

because its modeling structure is naturally suited to concept-based interpretation. Unlike

ASR, which requires detailed frame-level alignment between input and output, SV systems

summarize entire utterances into fixed-length embeddings that reflect high-level speaker

characteristics. This global representation provides a more flexible setting for aligning internal

model dimensions with human-understandable attributes.

6.1 Introduction
Acquiring speaker-discriminative features is a critical step in various speaker recognition

tasks, including speaker verification(SV). An effective SV system should effectively capture

the differences between speakers. The aspects of speech that define a speaker’s identity

are diverse, encompassing both the physical characteristics of the vocal apparatus (such

as gender, age, and certain medical conditions) and linguistic features like accent, dialect,

native language, and sociolect (which can be influenced by education level and profession,

affecting aspects such as lexicon, syntax, and stylistics). When humans listen to unfamiliar

speech, they instinctively infer many of these attributes to form a mental image of the speaker.

This approach is commonly applied in forensic phonetics [136, 137] and acoustics, where

experts classify speakers in criminal investigations. Therefore, it is reasonable to expect that

an effective SV should capture the various attributes that contribute to our understanding

of speaker identity. Prior research has confirmed the significance of these attributes by

demonstrating that the complex deep speaker embeddings produced by the traditional

SV encode a broad range of speaker-related information and meta-information, such as

emotion [138, 139], accent, language, gender, channel, and transcription details [140, 141].

80



6.1. Introduction 81

However, the specific impacts of these attributes in the SV models are not well understood

or explored, showing the need for a more detailed examination of their roles. Meanwhile,

a challenge remains: traditional SV models often hide these attributes within their complex

network structures, making it difficult to directly see their influence on performance.

To address this issue, we propose a study that explicitly examines the impact of group-level

speaker attributes on SV performance in an explainable way. Our approach involves a two-

stage model. In the first stage, classifiers are trained to identify attributes. In the second

stage, these identified attributes are then incorporated into the SV model to get the final

classification. This method aims to determine whether and how much these attributes affect

SV system outcomes. Unlike traditional SV methods that mix these attributes into complex

representations, our model explicitly integrates these features from the ground up,

using them exclusively to generate the final outcomes in a fully transparent way. This

approach will also offer the importance of each attribute, ensuring an interpretable

process that aligns with human understanding.

The use of group-level attributes in SV is not entirely new. In 2020, Luu et al.[142] aimed

to boost performance by jointly training deep speaker embeddings with attributes like age

and gender, but they did not incorporate these attributes directly into the SV process. Our

method, by contrast, directly utilizes personal attributes to make SV decisions. We achieve this

through a Concept-Bottleneck Model (CBM) [76], which introduces an intermediate bottleneck

layer for attribute classification in the first stage, and then uses these predictions for speaker

classification in the second stage.

We adopt the CBM architecture in this chapter because it provides an intrinsic form of

explainability by explicitly aligning intermediate representations with human-understandable

attributes. Unlike post-hoc methods, which only analyse model behaviour after training, CBMs

integrate interpretability directly into the model design: predictions are mediated through a set

of concepts that can be inspected and evaluated. This makes CBMs particularly well-suited for

our research aims, as they allow us to explore whether attributes such as accent, gender, and

profession can serve as interpretable factors in speaker verification. By constraining the model

to use these intermediate concepts, CBMs enable explanations that are both transparent and

tied to measurable properties of speech, offering a complementary perspective to the post-hoc

approaches investigated in earlier chapters.

It is worth noting that our aim is not to produce the best possible SV performance but

rather to explore what can be achieved using only speaker’s group-level attributes, within

an explainable framework. Evaluated on the Voxceleb1 test set, our system demonstrates

performance comparable to the ground truth when all correct attributes are used, proving its

efficacy. We find to our surprise that our initial expectations of poor performance when relying

solely on these attributes was entirely invalidated; our findings revealed that incorporating the

group level attributes solely is effective. Source code available at https://anonymous.4open.

science/r/explainable-SV-E3C2.

https://anonymous.4open.science/r/explainable-SV-E3C2
https://anonymous.4open.science/r/explainable-SV-E3C2
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6.2 Explainable Attribute-Based SV

Figure 6.1: Stage-2 of our SV system is shown. Pretrained classifiers from stage-1 is used
to extract attribute labels from pairs of audios. These attributes are then fed into a computation
block that calculates a similarity vector for this pair of audio using hard or softmax similarity.
The similarity vector is then used to train a stage-2 Machine Learning Model, shown in red,
which is the only component being trained during this stage. The output is the final similarity
score, showing the likelihood that the two audio inputs are from the same speaker.

To develop an explainable speaker verification (SV) system that explores the impact of

speaker attributes, we adapt the Concept-Bottleneck Model (CBM) [76], which introduces

an intermediate layer to explicitly learn and represent human-understandable concepts. A

predictor then uses these concept predictions to determine the final label. CBMs have been

successfully applied in medical imaging, as Koh et al. [76] demonstrated, where CBMs identify

critical indicators like lung opacity from X-rays before making diagnoses.

Similarly, our SV system uses a two-stage pipeline. In the first stage, attribute classifiers

(stage-1) predict attributes such as gender, age and nationality from audio features. In

the second stage (Figure 6.1), a stage-2 model uses these attributes to perform speaker

verification. We explain both stages in detail below.

6.2.1 Stage-1: Attribute Classifiers
In the first stage, we train multiple classifiers, each targeting a specific attribute, using two

approaches to optimize attribute prediction.

Xvector and ECAPA: In the first approach, we use speaker embeddings from two pre-trained

SV models—Xvector [53] and ECAPA [54]—as inputs for the stage-1 classifiers. These

embeddings enable our classifiers to capture complex speaker characteristics by leveraging

the rich information provided by the pretrained models. Throughout this paper, both ‘ECAPA’

and ‘Xvector’ refer to stage-1 attribute classifiers that use ECAPA and Xvector embeddings,

respectively, as inputs.

Attributes Classification Technique (AC): In the second approach, we directly train stage-

1 attribute classifiers using Mel Frequency Cepstral Coefficients (MFCCs) as the input. The

architecture details are in Section 6.4. This approach is designed for direct analysis of audio

signals, allowing our classifiers to efficiently process the raw audio data.

These two approaches allow for flexibility within our classifiers, catering to different require-

ments of analysis —- whether it needs analysis using sophisticated speaker embeddings or

direct classification using raw audio features.
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6.2.2 Stage-2: Attribute-based SV
After obtaining stage-1 attribute classifiers, we start the second stage of training SV using

attributes, shown in Figure 6.1, that comprises the steps described below.

Creation and Labeling of Audio Pairs: We begin by generating a collection of audio pairs,

categorizing them into positive pairs (from the same speaker) labeled as 1, and negative

pairs (from different speakers) labeled as 0. This setup forms the groundwork for training our

explainable models and is further discussed in Experiment Setup Section 6.4.

Attribute Classifier Processing: Each audio in the pairs is analyzed using the stage-

1 attribute classifiers to extract attribute labels and their corresponding probability vectors

from the last layer of the classifier. A similarity vector for each pair is then constructed, with

dimensions equal to the number of selected attributes, to quantify the attribute-wise similarity.

To compute the similarity vector, we first need to determine the similarity of the corresponding

attribute labels between the audio pairs. To address this, we propose two methods.

• Hard Label Similarity: In this approach, the similarity is considered binary: 0 for

different labels, 1 for same labels.

• Softmax Label Similarity: Rather than a strict comparison with hard labels, this

method compares probability vectors from the classifers’ last layer. A probability vector

reflects the likelihood of each potential class. For example, in nationality classification,

a probability vector indicates the likelihood of the speaker belonging to each of several

countries. We then calculate the cosine similarity between these vectors for each

attribute.

Calculating Similarity and Constructing Vectors: We then compute the similarity using

either hard labels or softmax labels for each attribute, constructing a similarity vector

[sgen,snat ,sage,spro] for each audio pair. Here, sgen, snat , sage, and spro represent the similarity

scores for our chosen attributes: gender, nationality, age, and profession, respectively,

described in the following section.

Training with Machine Learning Models: Each of the aforementioned similarity vectors

serves as a training point that is fed into a machine learning model for training. We explore

several machine learning models, namely Linear Regression, Random Forest and the Logistic

Regression.

In addition to these simple models, we also explore a simple neural network based model with

two layers—a hidden layer and an output layer. The neural network takes the similarity vectors

as input and processes them through the hidden layer, using a sigmoid activation function to

capture complex relationships between attributes, finally outputting a similarity score for the

audio pair.
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6.3 Attributes and Datasets

Figure 6.2: The nationality distribution of the 5994 speakers in the VoxCeleb 2 training set.
Only the top 10 most frequent nationalities are shown individually in this figure, with the rest
grouped as ‘Others’.

Figure 6.3: The profession distribution of the 5994 speakers in the VoxCeleb 2 training set.
Only the top 10 most frequent professions are shown individually in this figure, with the rest
grouped as ‘Others’.

Figure 6.4: The age distribution of utterances in the SCOTUS corpus, split into 10 bins.

Figure 6.5: Attribute distributions across datasets used in this thesis.
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Our choice of group-level attributes is driven by their availability in datasets and their role

in speaker verification. However, group-level attributes, like nationality, age and gender, are

rarely available together. For instance, widely used SV datasets like VoxCeleb provide only

gender. Our key insight is that we can leverage these attributes in an ah-hoc manner, when

attribute labels can be obtained for a particular dataset.

Initially, we selected gender, age, and nationality as group-level attributes for speaker

verification, based on research showing their influence and biases in SV systems [142, 143,

144, 145]. These attributes are also widely used in forensic phonetics [136, 137] for identifying

speakers in various contexts.

To further enrich the set of attributes, we introduced profession, a previously unexplored

speaker labelling. What makes profession particularly valuable is that, like gender and

nationality, it meets the criteria of being relevant to speaker characterization and readily

available from external sources of information for celebrities in Voxceleb dataset. In this

context, profession offers a dimension of speaker characterization that we expect to be

independent of the other attributes listed above. Whilst we do not claim that a fine-grained

information on a speaker’s profession can be discerned from their voice in general contexts,

such a labelling serves as a proxy for sociolect, influencing lexicon, syntax, and style—critical

elements in forensic phonetics [136, 137] shaped by education and professional background.

For example, broadcasters often develop a clear, articulate “broadcast voice" tailored for

maximum intelligibility and audience engagement. Similarly, pop singers emphasize vocal

control, rhythm, and pitch to convey emotion and style, all of which are heavily shaped by

the demands of their professions.

Further, the Voxceleb dataset is particularly suited to studying the effects of profes-

sion on speech, as it includes recordings of individuals performing in professional

contexts—politicians delivering speeches, singers performing, and comedians presenting

routines. To confirm our hypothesis that profession is representative of speaker character-

istics, we verify in Section 6.6 that profession is predictable from audio input.

Datasets: We use VoxCeleb, augmented with babble, music, background noise, and re-

verberation following Kaldi methods [38], for gender, nationality, and profession, and the

SCOTUS corpus for age. Labels for gender, nationality, and age are sourced from [142],

and profession labels are derived from Wikipedia, covering 49 distinct categories such as

politicians, actors, and singers. Figures 6.2, 6.3 and 6.4 display the distribution of these

attributes. VoxCeleb2 has 125 nationality labels and is predominantly composed of speakers

from the USA (28.6%) and the UK (10.6%), with significant representation from India,

Germany, and France. Professionally, the dataset includes many actors, politicians, and sports

celebrities. The SCOTUS corpus, as shown in the age distribution from [142], is concentrated

in the middle-aged demographic, particularly between 40 and 70 years.
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6.4 Experimental Setup
Stage-1: To train stage-1 attribute classifiers with Xvector and ECAPA embeddings, we

use two hidden layers with Leaky ReLU activation leading to class projection. For attribute

classifiers (AC) using MFCCs, we employ several TDNN layers, a pooling layer, two fully

connected layers, and a softmax layer for classification. Training parameters: Each stage-1

classifier is trained for 100,000 iterations with a batch size of 256. We use stochastic gradient

descent with a learning rate of 0.2 and momentum of 0.5 for optimization. Details can be found

in the source code.

Stage-2: We randomly select 160 speakers from VoxCeleb2 to create 160,000 trials (80,000

positive and 80,000 negative) for training stage-2 models. Unlike traditional SV methods

that do not use pair-based training, our approach calculates similarity based on differences

in attribute labels between pairs of speakers, which requires training to be pair-based. While

this approach is different from traditional methods, it is important to clarify that our evaluations

use the same test set, ensuring comparability of results.

Test Set: Stage-1 attribute classifers and stage-2 machine learning models are evaluated

on the VoxCeleb 1 test set, which consists of 40 speakers and 37,720 trials.

6.5 Metrics
We use two metrics: Accuracy and Equal Error Rate (EER). Accuracy reflects the precision

of stage-1 attribute classifiers in identifying attributes correctly–the higher, the better. EER

is a performance measure used in SV to determine the threshold value where the false

acceptance rate (FAR) equals the false rejection rate (FRR). Lower is better.

6.6 Results and Discussions
We present the following evaluations on the VoxCeleb1 test set: 1. A comparison of the

stage-1 attribute classifiers and their impact on the SV task; 2. The effect of using Hard

Labels vs Softmax Labels in stage-2; 3. An analysis of the relative importance of the four

attributes for SV within our framework.

Random Xvector ECAPA AC
Gender 0.50 0.99 0.99 0.99

Nationality 0.32 0.72 0.70 0.75
Profession 0.13 0.56 0.65 0.67

Age 0.17 0.66 0.73 0.78

Table 6.1: Accuracy of three sets of stage-1 attribute classifiers—Xvector, ECAPA, and
AC—across four attributes (gender, nationality, profession, and age).
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Softmax Labels Hard Labels
Groundtruth Xvector ECAPA AC Xvector ECAPA AC Random

Linear Regression 0.15 0.22 0.21 0.20 0.36 0.26 0.25 0.50
Random Forest 0.15 0.22 0.18 0.21 0.27 0.23 0.26 0.50

Logistic Regression 0.15 0.21 0.20 0.20 0.29 0.23 0.23 0.50
Neural Network 0.15 0.21 0.18 0.20 0.36 0.23 0.25 0.50

Xvector-org 0.035
ECAPA-org 0.018

Table 6.2: EER of 4 stage-2 machine learning models(Linear regression, Random Forest,
Logistic Regression, Neural Network) using softmax labels and hard labels from three sets of
stage-1 attribute classifiers(Xvector, ECAPA, and AC).

Random Xvector ECAPA AC Groundtruth
Gender 0.50 0.40 0.34 0.34 0.36

profession 0.50 0.29 0.26 0.26 0.25
Nationality 0.50 0.36 0.34 0.35 0.27

Age 0.50 0.41 0.38 0.41
All 0.50 0.20 0.18 0.21 0.15

Table 6.3: EER when using gender-only, profession-only, nationality-only, age-only and all
softmax labels from three sets of stage-1 attribute classifiers. When all softmax labels are
utilized, Random Forest is employed as the stage-2 model.

6.6.1 Comparison of Stage-1 attribute classifiers:
Table 6.1 compares the accuracies of the stage-1 attribute classifiers–vector, ECAPA, and

AC–across gender, nationality, profession, and age. The Random column serves as a baseline,

sampling attributes based on label distribution. All classifiers significantly outperform random

guessing across all attributes. For example, for profession, random accuracy is 0.13, while

Xvector, ECAPA, and AC achieve 0.56, 0.65, and 0.67, respectively, demonstrating that

profession is indeed predictable from voice recordings.

Delving deeper into the comparison between Xvector, ECAPA, and AC, we notice that AC

consistently outperforms the others across all attributes. This is because AC is trained directly

on MFCCs, preserving more information than the pretrained embeddings used by Xvector and

ECAPA. We also find that ECAPA generally surpasses Xvector, likely due to the use of more

informative embeddings, highlighting its effectiveness in capturing relevant speaker attributes.

Next, we explore how these classifiers support stage-2 machine learning models. Table 6.2

reports the EER of four stage-2 models—Linear Regression, Random Forest, Logistic

Regression, and Neural Network—using softmax or hard labels from the stage-1 classifiers:

Xvector, ECAPA, and AC. The Groundtruth column shows results using fully accurate labels,

representing the best possible performance. The Random column, serving as a baseline,

reflects outcomes from random guessing for comparison.
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Figure 6.6: Feature Importance Scores from ECAPA-Linear Regression(ECAPA-LR) and
ECAPA-Random Forest(ECAPA-RF), using softmax labels.

The red shaded area of Table 6.2 shows similarity vector computed using softmax labels

and the blue shaded area is using hard labels. We find using the ECAPA classifier with

softmax labels for similarity followed by Random Forest or Neural Network model achieves

the best performance, with EER of 0.18. This outcome is slightly better than those obtained

using Linear Regression and Logistic Regression, likely due to the ability of Random Forest

and Neural Networks in capturing complex non-linear interactions among attributes. Also,

it significantly surpasses the Random guess baseline of 0.50 and closely approaches the

optimal Groundtruth result of 0.15, which shows the effectiveness of the ECAPA-Random

Forest or ECAPA-Neural Network explainable attribute-based SV model. It is worth noting

that performance of AC is comparable to ECAPA across all four stage-2 machine learning

models, owing to the similar accuracies in attribute prediction observed in stage-1, as seen

earlier in Table 6.1. In contrast, Xvector classifiers slightly underperform ECAPA and AC

across all stage-2 machine learning models. This also aligns with our findings for stage-1

attribute accuracy in Table 6.1 with Xvector having the least prediction accuracy.

It is worth noting that initially, we assume that relying solely on a limited set of group-

level attributes would result in poor performance. However, our results show that the model

performs reasonably well, achieving an EER of 0.18, which is close to the best achievable

performance of 0.15 with the current set of attributes. Despite lower EERs observed with
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SOTA models like ECAPA-org (0.035) and Xvector-org (0.018) that use complex audio

embeddings, our findings indicate that simple group-level attributes contribute significantly to

SV. Considering these attributes is valuable for designing a fully transparent and explainable

model.

Looking ahead, expanding the attribute set to include more features will offer the potential to

improve performance. This will enhance the explainability of our approach and offer deeper

insights into the factors influencing SV outcomes.

In summary, regardless of which stage-2 machine learning models is employed, stage-

1 classifiers AC and ECAPA demonstrate comparable performance. Notably, ECAPA, when

followed by either a Random Forest or a Neural Network, exhibits a slight advantage. Based

on these results, we recommend ECAPA as the preferred stage-1 attribute classifier.

6.6.2 Softmax versus Hard Label Similarity in Stage-2:
Across all stage-1 attribute classifiers and stage-2 machine learning models, we find

using softmax labels produces lower EER than hard labels. We find the nuanced category

probabilities provided by softmax labels help stage-2 models compute more accurate

similarity scores, as reflected in the lower EER in Table 6.2.

6.6.3 Importance of Attributes
We evaluate the EER when using a single attribute—gender-only, profession-only, nationality-

only, and age-only softmax labels from the three stage-1 classifiers—comparing them

against random guessing based on label distribution and ground truth performance. Results

are shown in Table 6.3. For comparison, we also present the EERs using All attributes with

the best-performing stage-2 Random Forest model.

Examining the ground truth EERs in Table 6.3, we find profession (0.25) and nationality

(0.27) outperform gender (0.36), suggesting that, with accurate predictions, profession and

nationality are great indicators of speaker identity.

With softmax labels from stage-1 attribute classifiers, profession consistently outperforms

other attributes across all stage-1 classifiers. This shows profession’s value in the SV

task. Afer profession, nationality and gender have comparable importance based on their

EERs. We believe the higher EER of nationality compared to profession is due to the

sparsity of nationalities in the Voxceleb1 test dataset. Gender, with just two labels, offers less

discriminative power but remains relevant to SV. Conversely, age is found to be less impactful

(Xvector: 0.41, ECAPA: 0.38, AC: 0.41). Stage-2 machine learning models, such as Linear

Regression and Random Forest, provide importance scores for the four attributes. For Linear

Regression, these are based on the absolute values of the model’s weights. Figure 6.6 shows

the feature importance scores for the four attributes based on ECAPA-Linear Regression and
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ECAPA-Random Forest using softmax labels. both models rank Profession highest, followed

by Nationality, Gender, and Age. This trend aligns with Table 6.3 and highlights the

interpretability of our approach, as we can clearly see which and how attributes drive

predictions.

6.7 Limitation
A limitation of this study is the use of profession as one of the concept attributes. Since

the VoxCeleb dataset is primarily composed of celebrity interviews, speech style may be

influenced by the speaker’s profession, such as actors or politicians, where performance or

rhetorical style plays a role. This raises concerns about whether the attribute generalises to

non-celebrity voices, where profession may not strongly shape speech characteristics.

Another limitation arises from the fact that the attributes modelled in the bottleneck layer, such

as gender, age, and profession, are often considered sensitive or protected characteristics

in the context of fairness and responsible AI. While exposing these attributes enables

greater transparency in understanding model decisions, it also introduces risks of misuse, for

example by reinforcing social biases or enabling unintended profiling. This tension highlights

an inherent challenge in intrinsic explainability: the very attributes that make models more

interpretable can also raise fairness concerns. Addressing this trade-off will require careful

consideration of ethical guidelines and the design of safeguards in future work.

6.8 Conclusion
Our research takes a significant step towards understanding the influence of various

attributes–age, gender,nationality and profession–on speaker verification performance. We

develop a two-stage explainable attribute-based framework, starting with training stage-1

attribute classifier followed by using stage-2 machine learning models to verify speakers

using these attributes. Evaluated on the Voxceleb1 test dataset, we find profession and

nationality have a considerable influence on SV performance, followed by gender and age.

In the future, we aim to expand these attributes seeking to improve SV performance while

providing transparency and explainability, promising a new direction for SV systems.



Chapter 7

Conclusion

7.1 Overview
This thesis has investigated two challenges of robustness and explainability in speech AI,

focusing on Automatic Speech Recognition (ASR) and Speaker Verification (SV). While deep

learning has delivered substantial performance improvements in these tasks, it has also

introduced vulnerabilities to adversarial manipulation and reduced transparency of decision-

making. Addressing these issues is increasingly important for both academic research

and real-world deployment, as speech technologies are widely integrated into safety-critical

applications.

Guided by three overarching research questions, this thesis explored how ASR systems

respond to adversarial perturbations (RQ1), how post-hoc explainability methods can be

applied and evaluated in ASR (RQ2), and whether intrinsic explainability can be achieved

in SV through the use of human-understandable attributes (RQ3). The following sections

summarise the answers to these research questions, highlight the key limitations of the work,

and outline directions for future research.

7.2 Addressing the Research Questions
RQ1: How do ASR systems behave under adversarial perturbations?
Chapter 3 introduced SPAT, a psychoacoustically motivated black-box adversarial attack

framework. SPAT demonstrated that ASR systems, including both open-source and com-

mercial models, can be severely degraded by perturbations that are imperceptible to

human listeners. Experiments across multiple attack generation methods and frame selection

strategies showed that high word error rates (WER) can be achieved while maintaining

perceptual similarity to the original signal.

These results demonstrate that current ASR systems remain fragile to adversarial manipu-

lation. For developers, this underscores the need to evaluate robustness not only on clean

benchmarks but also against adversarially generated audio, and to incorporate perceptual

and semantic plausibility into robustness assessment.
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RQ2: How effective are post-hoc explainability methods when applied to ASR,
and how can their reliability be systematically evaluated?
Chapters 4 and 5 examined perturbation-based post-hoc explainability in ASR. In Chapter 4,

the X-ASR framework was introduced to apply LIME, SFL, and Causal to ASR outputs.

Experiments showed that SFL and causa produced more compact and consistent explan-

ations than LIME, though all methods exhibited sensitivity to perturbation granularity and

similarity metrics. These results revealed both the potential and the fragility of applying post-

hoc explainability methods to speech tasks.

Chapter 5 addressed the lack of systematic evaluation by introducing a benchmarking

framework based on phoneme recognition (PR). By exploiting the availability of ground-truth

phoneme alignments in TIMIT, explanations were quantitatively assessed. Results showed

that the proposed LIME-TS variant achieved high reliability, containing ground-truth phoneme

segments in 96% of cases, while SFL and causal attribution maintained superior compactness

and stability. This established one of the first structured methods for quantitatively comparing

explanation techniques in ASR.

Overall, the findings provide a comprehensive answer to RQ2: post-hoc explainability can

be successfully adapted to ASR, but its reliability depends on careful design choices, and

quantitative benchmarking is essential to move beyond qualitative inspection.

RQ3: Can intrinsic explainability be achieved in speaker verification?
Chapter 6 explored intrinsic explainability using Concept Bottleneck Models (CBMs) for

speaker verification. Unlike post-hoc methods, CBMs enforce an intermediate layer where

representations are explicitly tied to interpretable attributes. This allowed us to examine

how factors such as accent, gender, and profession contribute to verification outcomes.

Experiments demonstrated that SV predictions can indeed be mediated through such

attributes, providing transparent explanations of model behaviour.

However, limitations were also identified. The use of profession as an attribute is tied

to the VoxCeleb dataset, where celebrity status and public speaking style may confound

the relationship between profession and vocal characteristics, limiting generalisability to

everyday speech. Furthermore, attributes such as gender, age, and profession are often

considered sensitive, raising fairness concerns when exposed in model decisions. These

findings illustrate both the promise and the ethical challenges of intrinsic explainability in SV.

In sum, the results of Chapter 6 show that intrinsic explainability is feasible in SV and

complements the post-hoc analyses of ASR, but they also highlight the need to carefully

balance interpretability with fairness considerations.
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7.3 Limitations
Despite the contributions presented, this thesis has several limitations. The experimental work

was restricted to datasets such as TIMIT and VoxCeleb, chosen for their controlled conditions

and availability of ground-truth alignments. While these choices enabled precise analysis,

they limit the immediate generalisability of the findings to modern large-scale or end-to-end

architectures. Methodologically, the focus on perturbation-based explainability provided a co-

herent foundation but left other families of approaches unexplored. Finally, the attribute-based

modelling in speaker verification drew on dataset-specific categories such as profession,

which may not transfer to everyday speech and intersects with sensitive characteristics, raising

questions of fairness. These limitations do not diminish the contributions but set boundaries

on their applicability, and they point naturally towards future directions.

7.4 Future Work
There are several promising avenues for extending this work. One direction concerns the ad-

aptation of robustness and explainability techniques to state-of-the-art speech architectures.

As transformer-based and foundation models become dominant in ASR, it will be essential to

revisit both adversarial vulnerability and the applicability of post-hoc explanation methods in

these settings. Such studies will help determine whether the patterns observed in traditional

pipelines persist or evolve with scale and model complexity.

A second direction involves broadening the methodological scope. Beyond perturbation-based

attribution, gradient-based saliency methods, prototype-driven reasoning, and disentangled

representation learning may offer complementary insights. Systematic comparisons across

these families could provide a more complete understanding of what makes explanations

reliable and meaningful in speech AI. Equally important is the semantic evaluation of

adversarial outputs: moving beyond word error rate towards user studies and task-driven

assessments that capture how humans perceive and react to manipulated speech.

Intrinsic explainability also invites further development. The concept bottleneck approach

demonstrated that speaker attributes can serve as interpretable mediators of verification

decisions, but future work should explore attributes that generalise more broadly and are less

entangled with sensitive characteristics. Fairness-aware or privacy-preserving adaptations of

CBMs may help reconcile the tension between transparency and ethical responsibility.

Finally, extending explainability beyond general-purpose speech tasks into high-stakes do-

mains remains a critical challenge. In healthcare, for example, explainability is indispensable

for building trust with clinicians and patients, as speech is increasingly explored as a biomarker

for neurological and mental health conditions. Embedding explainability frameworks into such

applications will require not only technical adaptation but also interdisciplinary collaboration

with clinicians, ethicists, and regulators to ensure safety, reliability, and societal acceptance.
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7.5 Closing Remarks
This thesis has presented a comprehensive investigation of robustness and explainability

in speech AI. Through adversarial attack studies, post-hoc explainability frameworks, and

intrinsic concept-based modelling, it has shown both the vulnerabilities and the interpretability

opportunities of ASR and SV. The work highlights that achieving robust and explainable

speech AI requires not only technical innovation but also attention to usability, fairness,

and deployment contexts. As speech technologies continue to advance and integrate into

everyday life, the insights from this thesis provide a foundation for building systems that are

both effective and trustworthy.



Appendix A

Chapter 3: Extension Results

A.1 RQ1: Comparison of Frame Selection Techniques
We present one-way Anova and Tukey’s Honest Significant Difference (HSD) test(at 5%

significance level) on WER and Similarity to compare our frame selection techniques.

A.1.1 WER: P-values for pairwise comparisons of WERs between frame selection
techniques.

Librispeech Commonvoice
Deepspeech Sphinx Google Deepspeech Sphinx Google

All vs Random 0.001 0.001 0.001 0.011 0.07 0.31
All vs Important 0.043 0.001 0.06 0.40 0.9 0.43

Important vs Random 0.001 0.001 0.006 0.35 0.23 0.9

Table A.1: P-values for pairwise comparison of WER achieved by frame selection methods
(using GL attack generation).

Librispeech Commonvoice
Deepspeech Sphinx Google Deepspeech Sphinx Google

All vs Random 0.001 0.001 0.23 0.58 0.001 0.9
All vs Important 0.036 0.001 0.28 0.51 0.001 0.9

Important vs Random 0.03 0.032 0.9 0.07 0.9 0.9

Table A.2: P-values for pairwise comparison of WER achieved by frame selection methods
(using DE attack generation).

Librispeech Commonvoice
Deepspeech Sphinx Google Deepspeech Sphinx Google

All vs Random 0.001 0.001 0.59 0.58 0.03 0.9
All vs Important 0.001 0.001 0.80 0.9 0.04 0.87

Important vs Random 0.228 0.01 0.85 0.76 0.8 0.9

Table A.3: P-values for pairwise comparison of WER achieved by frame selection methods
(using OP attack generation).
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A.1.2 Similarity: P-values for pairwise comparisons of Similarity between
frame selection techniques.

Librispeech Commonvoice
Random VS All 0.01 0.014
Important VS All 0.57 0.9

Random VS Important 0.09 0.06

Table A.4: P-values for pairwise comparison of Similarity achieved by frame selection
methods (using GL attack generation).

Librispeech Commonvoice
Random VS All 0.001 0.001
Important VS All 0.001 0.001

Random VS Important 0.34 0.9

Table A.5: P-values for pairwise comparison of Similarity achieved by frame selection
methods (using DE attack generation).

Librispeech Commonvoice
Random VS All 0.001 0.001
Important VS All 0.001 0.001

Random VS Important 0.09 0.11

Table A.6: P-values for pairwise comparison of Similarity achieved by frame selection
methods (using OP attack generation).

Tables A.6, A.5 and A.4 in Section A.1.2 do not show different ASRs as the adversarial attacks

are agnostic to the ASR used.

A.1.3 Pareto Front: Number of non-dominated samples for three frame selec-
tion techniques

Table A.7 and A.8 compares frame selection configurations for a fixed attack generation in

terms of number of non-dominated samples on two datasets. Column heading in the table

shows the fixed parameter; we fix one attack generation at a time and compare frame selection

configurations.

Deepspeech Sphinx Google
GL OP DE GL OP DE GL OP DE

All 4 3 1 7 5 3 5 2 5
Random 3 7 12 5 7 9 6 5 8
Important 4 9 17 7 9 13 6 9 9

Table A.7: Number of non-dominated samples for frame selection techniques using different
attack and ASRs on Commonvoice
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Deepspeech Sphinx Google
GL OP DE GL OP DE GL OP DE

All 3 3 3 7 6 4 1 2 2
Random 8 4 5 6 3 6 7 6 8
Important 9 5 7 7 6 6 8 7 13

Table A.8: Number of non-dominated samples for frame selection techniques using different
attack and on ASRs on librispeech

A.2 RQ2: Comparison of Attack Generation Techniques
We present one-way Anova and Tukey’s Honest Significant Difference (HSD) test(at 5%

significance level) on WER and Similarity to compare our attack generation techniques.

A.2.1 WER: P-values for pairwise comparisons of WERs between frame selection
techniques.

Librispeech Commonvoice
Deepspeech Sphinx Google Deepspeech Sphinx Google

GL vs OP 0.001 0.001 0.001 0.009 0.001 0.81
GL vs DE 0.001 0.001 0.001 0.001 0.001 0.79
OP vs DE 0.55 0.66 0.9 0.75 0.63 0.81

Table A.9: P-values for pairwise comparison of WER achieved by attack generation methods
(using Important frames).

Librispeech Commonvoice
Deepspeech Sphinx Google Deepspeech Sphinx Google

GL vs OP 0.001 0.001 0.007 0.009 0.001 0.9
GL vs DE 0.001 0.001 0.001 0.006 0.001 0.9
OP vs DE 0.9 0.66 0.9 0.9 0.21 0.9

Table A.10: P-values for pairwise comparison of WER achieved by attack generation methods
(using Random frames).

Librispeech Commonvoice
Deepspeech Sphinx Google Deepspeech Sphinx Google

GL vs OP 0.001 0.001 0.001 0.001 0.001 0.189
GL vs DE 0.001 0.001 0.001 0.002 0.001 0.05
OP vs DE 0.04 0.03 0.60 0.9 0.58 0.818

Table A.11: P-values for pairwise comparison of WER achieved by attack generation methods
(using All frames).
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A.2.2 Similarity: P-values for pairwise comparisons of Similarity between
attack generation techniques.

Librispeech Commonvoice
OP VS GL 0.001 0.001
DE VS GL 0.001 0.001
DE VS OP 0.1 0.001

Table A.12: P-values for pairwise comparison of Similarity achieved by attack generation
methods (using Important frames).

Librispeech Commonvoice
OP VS GL 0.001 0.001
DE VS GL 0.001 0.001
DE VS OP 0.38 0.001

Table A.13: P-values for pairwise comparison of Similarity achieved by attack generation
methods (using Random frames).

Librispeech Commonvoice
OP VS GL 0.001 0.001
DE VS GL 0.001 0.001
OP VS DE 0.06 0.56

Table A.14: P-values for pairwise comparison of Similarity achieved by attack generation
methods (using All frames).

A.2.3 Pareto Front: Number of non-dominated samples for three attack gener-
ation techniques

Table A.15 and A.16 compares attack generation configurations for a fixed frame selection in

terms of number of non-dominated samples on two datasets.

Deepspeech Sphinx Google
All Random Important All Random Important All Random Important

GL 2 1 2 7 7 10 1 1 5
OP 10 0 5 8 1 2 11 3 5
DE 6 17 16 9 23 25 8 20 12

Table A.15: Number of non-dominated samples for attack generation techniques using
different frame selection techniques and ASRs on Commonvoice
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Deepspeech Sphinx Google
All Random Important All Random Important All Random Important

GL 4 2 4 7 7 6 3 3 2
OP 8 3 7 8 1 6 8 1 5
DE 1 7 9 4 7 8 2 4 8

Table A.16: Number of non-dominated samples for attack generation techniques using
different frame selection techniques and ASRs on Librispeech

A.3 RQ4: Comparison with Abdullah et al.
Results comparing our attack with Abdullah et al. on Librispeech dataset is shown in

Table A.18. We present one-way Anova and Tukey’s Honest Significant Difference (HSD) test

(at 5% significance level) on WER and Similarity in Tables A.17 and A.19 for Commonvoice

and Librispeech datasets, respectively.

A.3.1 P-values for the comparison of WER and Similarity between our ap-
proach and Abdullah et al. on Commonvoice dataset.

Similarity WER on Deepspeech WER on Sphinx WER on Google
OP+All vs Abdullah’s work 0.041 0.026 0.037 0.001

OP+Important vs Abdullah’s work 0.001 0.66 0.08 0.003
DE+All vs Abdullah’s work 0.79 0.027 0.013 0.001

DE+Important vs Abdullah’s work 0.001 0.88 0.06 0.001

Table A.17: P-values for pairwise comparison of Similarity and WER achieved by Abdullah
et al, against OP+All, OP+Important, DE+All, DE+Important on Commonvoice data-
set.

A.3.2 Comparison with Abdullah et al. on Librispeech Dataset

Technique Time Similarity Success rate WER Detection score
Deepspeech Sphinx Google Deepspeech Sphinx Google

Abdullah 22 seconds 2.6 76% 86% 50% 0.10 0.18 0.06 0.40
OP 3.5 seconds 3.65 95% 96.5% 97.5% 0.17 0.28 0.20 0.14
DE 2.5 seconds 3.72 91% 94% 95.5% 0.11 0.19 0.20 0.11

Table A.18: Comparison of OP, DE with Abdullah et al. with respect to generation time for
per adversarial audio sample, Similarity to original audio samples,WER, Success Rate

and Detection score against defense system in attacking all three ASRs on Librispeech
dataset
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A.3.3 P-values for the comparison of WER and Similarity between our ap-
proach and Abdullah et al. on Librispeech dataset.

Similarity WER on Deepspeech WER on Sphinx WER on Google
OP+All vs Abdullah’s work 0.001 0.001 0.012 0.001

OP+Important vs Abdullah’s work 0.001 0.38 0.56 0.001
DE+All vs Abdullah’s work 0.009 0.077 0.072 0.001

DE+Important vs Abdullah’s work 0.009 0.13 0.9 0.001

Table A.19: P-values for comparison of Similarity and WER achieved by Abdullah et al.
against OP+All, OP+Important, DE+All, DE+Important on Librispeech dataset.

A.4 Listening Test
To complement the quantitative evaluation, we conducted a small-scale listening test to

assess the perceptual realism of the adversarial examples. A total of 20 participants were

presented with 100 pairs of original and adversarial audio samples in randomised order and

asked to identify which one had been modified.

The results indicated that participants were only slightly better than chance (average

accuracy below 55%), suggesting that the perturbations were largely imperceptible to human

listeners. This finding reinforces the psychoacoustic motivation of SPAT: attacks can remain

undetectable to human ears while still significantly disrupting ASR performance.

While this study was limited in scale and conducted under controlled conditions, it provides

supporting evidence that the adversarial examples generated are realistic and perceptually

natural. A more comprehensive user study remains an avenue for future work.
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